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QUYET PINH

Vé viéc mé nganh dao tao trinh d dai hoc nganh An toan thong tin

HIEU TRUONG TRUONG PAI HQC LAC HONG

Can cir Quyét dinh s6 790/TTg ngay 24/9/1997 ciia Thii twéng Chinh phii vé viéc
thanh lap Truong Dai hoc dan ldp Lac Hé‘ng;

Can cir Quyét dinh s6 1801/0D-TTg ngay 22/10/2015 ciia Thii twdng Chinh phii vé

viéc chuyén doi loai hinh ciia T ruong Pai hoc dan lap Lac Hé‘ng;
Can cir Quy ché té chire va hoat déng cia Truwong Pai hoc Lac Hong;

Can cir Quyét dinh s6 19/0D-DHLH.K3 ngay 15/12/2025 cia Hoi nghi nha dau tw
vé viéc cong nhan chuc vu Hiéu truong Truong Pai hoc tu thuc Lac Héng nhiém ky
2025-2030;

Can cit Théng tw sé 02/2022/TT-BGD&PT ngay 18 thang 01 ndm 2022 ciia B
Gido duc va Dao tao Quy dinh diéu kién, trinh tw, thi tuc mo nganh dao tao, dinh chi
hoat dong cua nganh dao tao trinh do dai hoc, thac si, tien si:

Can cur Thong tw 17/2021TT-BGDDT ngay 22 thang 6 nam 2021 cua By Gido duc
va Pdo tao quy dinh vé chudn chwong trinh dao tao; xdy dwng tham dinh va ban hanh
chuong trinh dao tao cac trinh do cua giao duc dai hoc;

Can cir Théng tw s6 09/2022/TT-BGDPT, ngdy 06 thang 6 ndm 2022 ciia Bé Gido
duc va Pao tao vé viéc ban hanh Quy dinh Danh muc théng ké nganh dao tao cua gido
duc dai hoc;

Can cit Nghi quyét s6 11/NO.PHLH.K3 ngady 19/01/2026 ciia Héi dong truong
Truong Dai hoc Lac Héng vé viéc chdp nhdn chii chwong mo 2 nganh dao tao mdi trinh
do dai hoc: nganh Qudn Iy cong nghiép va nganh An toan thong tin;

Cdn cir Bién ban so 682/BB-PHLH hop ngay 29/5/2026 ciia Héi dong Khoa hoc va
Dao tao Truong Dai hoc Lac Héng vé viéc thong qua Pé an mé nganh dao tao trinh do
dai hoc nganh An toan théng tin;

Can cit Gidy chitng nhan kiém dinh chat lwong co sé gido duc s6 050/CEAHCM-
GCN duoc cdp theo Quyét dinh s6 140/QD-TTKP ngay 22/9/2023 cua Trung tim Kiém
dinh chat lwong gido duc - Pai hoc Quéc gia Thanh phé Ho Chi Minh;
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Can cik chire nang va quyén han ciia Hiéu trucéng Triwong Pai hoc Lac Hong;
Xét dé nghi cia Thuong truc Héi dong Khoa hoc & Pao tao Trieong va Truong

phong Dao tao.

QUYET PINH:

Piéu 1. Cho phép md nganh dio tao trinh do dai hoc nganh An toan thong tin (ma
nganh: 7480202) tai Trudng Pai hoc Lac Hong ké tir nim tuyén sinh 2026.

Piéu 2. Viéc td chtrc thue hién, xac dinh chi tiéu tuyén sinh, t& chirc tuyén sinh, to
chtic va quan 1y dao tao, cap bang theo cic quy dinh hién hanh ctua B Gido duc va Pao
tao.

Picu 3. Quyét dinh nay co6 hiéu luc ké tir ngay ky.

Pi¢u 4. Truong khoa Cong nghé thong tin, Truong phong Pao tao, Truong cac don
vi thudc Trudng va cac ¢4 nhan c6 lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

HIEU TRUONG

Noi nhan:

- Nhu Didu4;

- Chu tich Hoi dong truong;

- Luu: VT, K.CT, P.BT, (160).
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PE AN PANG KY MO NGANH PAO TAO
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Co s¢ dao tao : Truomg Pai hoc Lac Hong
Trinh d¢ dao tao : Pai hoc chinh quy

I. SU' CAN THIET PHAI XAY DUNG PE AN
1. Gi6i thi¢u so lwge vé co sé dio tao

Truong Pai hoc Lac Hong (sau day viét tit 1a DPHLH) 13 trudng dai hoc dau tién

ctia tinh Pong Nai, dugc thanh lap vao nim 1997 theo Quyét dinh ctia Tha tudng Chinh
phu s6 790/QD-TTg ngay 24/9/1997, di vao hoat dong va tuyén sinh khoa dau tién nim
1997 theo Quyét dinh cua B¢ truong Bo Gido duc va DPao tao s6 3678/GD-DT ngay
13/11/1997. Trudng PHLH 1a trudng ngoai cong 1ap nén moi hoat dong dau tu déu ty
Iic tir ngudn von cua nha dau tu, khong c6 ngudn vén nio khac.
Khi méi thanh 1ap, Truong DPHLH duogc giao dao tao bac dai hoc vdi 4 nganh dao tao
chinh gdm: Cong nghé Thong tin, Pién tr Vién thong, K¥ thuat Cong trinh, Kinh té véi
3 chuyén nganh: Quan tri Kinh doanh, Tai chinh Ké toan, Thuong mai Du lich. bén
nay, ) nganh dao tao & bac dai hoc da lén dén 28 nganh bao trum nhiéu linh vuc khac
nhau nhu linh vuc k¥ thuat, kinh té, xa hoi nhan van, ngoai ngit, cong nghé thong tin,
duoc,...

DPai hoc Lac Héng hién gém c6 9 co so khang trang, hién dai trong dé 8 co s&
déu toa lac tai phuong Tran Bién, tinh Déng Nai va 1 co so¢ tai Long Khanh toa lac tai
67, Nguyén Du, phuong Long Khéanh, tinh Pong Nai.

Co s& 1 - Tru s¢ chinh cta truong - Dia chi: S6 10, Huynh Vian Ngh¢, phuong
Tran Bién, tinh Dong Nai. Co s 1 bao gdm 3 toa nha chinh A, B va C véi dién tich
5562.8m? gdom vian phong lam viéc, hoi trudng, phong may, thu vién.

Co s6 2 - Dia chi: S6 15/3B, khu phd Tan Lai, phuong Tran Bién, tinh Dong
Nai. Co s¢ 2 gom 1 tdoa nha véi 30 phong hoc va cac van phong lam viéc véi dién tich
4823.5m?. Ngoai ra con ¢6 1 xuodng lap rap may tinh nam trong khudn vién ciia trudng.

Co sd 3 toa lac tai Khu phé Tan Btru, phuong Tran Bién, tinh Déng Nai trén dién
tich dat 4829.6m?. Gom 1 tda nha 5 tang véi cac vin phong lam viéc, phong Lab, phong
tu liéu Nhat Ban, phong tu li¢u Han Qubc, 1 hoi treong 16n va hon 20 phong hoc. Niam



trong khuén vién co sé 3 1a Khu néi tra ¢6 cdu trac 5 tang, c6 stc chira hon 1.500 chd,
90 phong & cho sinh vién va cac phong chirc nang. Bén canh Khu ndi tra cua truong l1a
Bép an sinh vién rong 350m? thoang mat sach s&, hop vé sinh c6 kha ning phuc vu tir
400 - 600 sudt an hang ngay.

Co s6 4 toa lac tai Khu phd T4n Lai, phudng Tran Bién, tinh Dong Nai. Day la
co sé chu yéu dao tao ngoai ngfr va tin hoc, ...

Co so 5 toa lac tai Khu phé Tan Btru, phuong Tran Bién, tinh Déng Nai, co téng
dién tich dat 2073.9m2, trong d6 c6 01 diy phong hoc rong rii, thoang mat, hién dai va
1 nha xuong da ning. Co s 5 gdm 30 phong hoc, 4 giang dudng 16n vé6i tong sire chira
14 4.300 sinh vién.

Co s6 6 toa lac tai Khu phd Tan Thanh, phuong Tran Bién, tinh Dong Nai, ddy
1a co s& chuyén danh cho thyc hanh thuc tap va chuyén giao cong nghé véi dién tich
3512.6m? va c6 dén 50 phong bao gom cac phong thi nghiém chirc ning, phong chuyén
dé, phong trung bay san pham khoa hoc k¥ thuat va phong nghi danh cho giang vién.
Pong thoi s& dau tu thém cac phong nghién ctru va thi nghiém vé ning luong méi, robot
cong nghiép, thi nghiém kiém tra vat liéu.

Co so Duoc toa lac tai Khu phé Tan Buu, phuong Tran Bién, tinh Déng Nai.
Ngoai ra con ¢6 Trung tdm Gido duc thé chét dia chi tai Khu phd Tan Thanh, phuong
Tran Bién, tinh Pong Nai véi dién tich 9201.2m2.

Co so Long Khanh toa lac tai 67 Nguyén Du, phuong Long Khanh, tinh Dong
Nai. Pay 12 co s¢ ddo tao ngin han, chuyén vé tin hoc va Ngoai ngi.

Trong qué trinh hoat dong, Trudng Pai hoc Lac Hong ludén chip hanh day du
quy dinh ctia B6 Gido duc va Pao tao va da dtc két duoc nhiéu kinh nghi¢m trong linh
vuc giang day dai hoc. Ngoai ra, Truong Dai hoc Lac Héng con dat duoc nhiéu thanh
tru dang ké trong cong tac kiém dinh chét luong gido duc. Truong di khong nging
phan dau cai tién chét luong dao tao va dén nay, nhiéu chuong trinh dao tao clia trudng
da dat chuan kiém dinh quéc té, bao gdom:

bai hoc Lac H6ng da tiép tuc dugc Trung tam kiém dinh chat lugng gido duc
thudc Pai hoc Qubc gia TP. HCM cép gidy ching nhan dat chuan chat luong gido duc
dai hoc vao thang 9/2023 (Quyét dinh 140/QD-TTKD ngay 22/9/2023)

Tinh dén thang 3/2026 trudng da c6 18 chuong trinh dao tao dat chuan kiém dinh
AUN-QA (Mang luéi cac truong dai hoc Pong Nam A), dam bao chat lugng dao tao
theo tiéu chuan khu vuc. Va 2 chuong trinh dao tao vé Cong ngh¢ K¥ thuat Di¢n - Bién
tr va Cong nghé Ky thuit Thong Tin d3 dat chuin kiém dinh quéc t¢ ABET
(Accreditation Board for Engineering and Technology), mot trong nhirng chuan muyc
uy tin toan cau vé dao tao k¥ thuat va cong nghé.

Nhitng thanh tyu nay khang dinh uy tin va chat luong dao tao ctia Pai hoc Lac
Hong trén truong quoc té, gitp sinh vién cta trudng ty tin canh tranh trén thi truong lao
dong toan cau.



2. Su can thiét vé viéc mé nganh

2.1. Nhu ciu nhén lwc an toan thong tin trén thé gi6i
Trong bdi canh chuyén d6i sb toan cau, linh vuc An ninh mang dang d6i mit véi
tinh trang thiéu hut nhan lyc nghiém trong. Theo bao cao 1T World of Work 2025
Outlook cia ManpowerGroup:
- Thé gi6i thiéu khoang 4,8 triéu chuyén gia an ninh mang

- 76% t6 chitc CNTT gdp kho khin trong tuyén dung nhan lyc c6 k§ nang phi hop

- Thiét hai do td61 pham mang c6 thé dat 10,5 nghin ty USD/ndm
Nhitng con s6 nay cho thdy nhu cdu nhén lyc khong chi 16n ma con mang tinh cip bach
va dai han.

Bén canh do, theo bao cao Global Cybersecurity Outlook 2025 ctia World Economic
Forum, nhu cau nhan lyc an ninh mang tiép tuc tang trudng manh va dugc xép vao
nhom nganh c6 toe do tang truong viée lam cao nhat toan cau.

Ngoai ra, bdo cdo thi truong cong nghé ndm 2025 cua Tecla chi ra:

- Gan 50% doanh nghiép toan cau thiéu nhan lyc an ninh mang

- Khoang 38% thiéu nhan luc trong linh vuc dir liéu (Data/Al)

Piéu nay cho thay An toan thong tin 1a mot trong nhitng “diém nghén nhan lyc” 16n
nhit ctia nén kinh té s6 toan cau.

2.2. Nhu ciu nhén lre cong nghé thong tin va an toan thong tin tai Viét Nam

Tai Viét Nam, nhu ciu nhan lyc CNTT tang nhanh cung véi tién trinh Chuyén
d6i s6 qubc gia.

Theo ManpowerGroup: 81% doanh nghiép tai khu vuc chau A — Thai Binh
Duong (bao gdm Viét Nam) gip kho khin trong tuyén dung nhan lyc CNTT phu hop
Céc bao cdo thi truong CNTT cho thay:

- Nhu cu nhan lyc CNTT dén ndm 2025: 650.000 — 700.000 ngudi
- Ngudn cung: 500.000 — 530.000 ngudi. Thiéu hut khoang 120.000 — 200.000
nhan luc
bac biét trong linh vuc An toan thong tin:
- Nhu ciu khoang 80.000 nhan luc
- Kha ndng dap ung hién tai chi khoang 50%
- Pay la linh vyc thiéu hyt nghiém trong nhét trong nganh CNTT.

2.3. Nhu ciu thye tién tai Pong Nai

DPodng Nai 1a trung tim cong nghiép 16n cua ca nudc, véi:

- Hon 30 khu cong nghiép dang hoat dong

- Hang nghin doanh nghiép, dac biét 1a doanh nghiép FDI

- Tbc do tang truong cong nghiép duy tri 14-15%/nim

Su phat trién nay kéo theo qua trinh chuyén doi s6 manh mé trong:


https://programs.com/resources/cybersecurity-talent-shortage-stats/
https://programs.com/resources/cybersecurity-talent-shortage-stats/

- San xuét cong nghiép (SCADA, PLC, IoT)

- Quan tri doanh nghiép (ERP, hé thong dit liéu)

- Logistics va chudi cung ting

Tuy nhién, diéu ndy ciing 1am gia tdng c4c rui ro vé an toan thong tin:

- Tén cong hé thdng cong nghiép (OT/ICS)

- RO ri dir liéu doanh nghiép

- Tén cong chudi cung tng

- Gi4n doan san xuit do tin cong mang

Trong khi d9, thi truong lao dong tai Pong Nai cho thay:

- Gan 500 doanh nghiép can hon 24.000 lao dong

- Chi tuyén dugc 20-30% nhu cau

Phan anh tinh trang thiéu hut nhan lyuc nghiém trong, dac biét la nhan lyc chét lugng
Ccao.

Xu hudng viéc 1am nim 2025 ciing cho thay Pong Nai dang chuyén dich sang:

- Nganh cong ngh¢

- Nganh s hoa

- Lao dong k¥ nang cao

Tuy nhién, nguén nhan lyc an toan thong tin tai chd gan nhu chua dugc dio tao bai
ban, chua dap ung nhu cau doanh nghiép.

2.4. Pinh hwéong va chinh sach cua Nha nuwéc

Pang va Nha nude di xac dinh An toan thong tin 1a linh vuc trong yéu gin voi:
- Bao vé chil quyén qudc gia trén khong gian mang

- Phat trién kinh té s6

- Pam bao an ninh quéc gia

Céc chinh sach quan trong bao gom:

- Pé an phat trién nhan luc ATTT giai doan 2021-2025

- Chién lugc an toan, an ninh mang quéc gia dén nam 2025, tim nhin 2030
Bén canh d6, B6 Thong tin va Truyén thong nhan manh:

- Phat trién do6i ngii nhan lyc ATTT chét luong cao

- Trién khai SOC, ung clru su cd, bao vé hé théng thong tin theo cép do
B6 Giao duc va Pao tao cling dinh hudng:

- Chuan hoa chuong trinh dio tao nganh ATTT

- Gan dao tao vdi nhu cau thuc tién

2.5. Két luéin vé sy can thiét mé nganh

Tur cac phan tich trén, c6 thé khang dinh:

- Nhu ciu nhan luc ATTT rat 16n trén pham vi toan cau va trong nudc
- Viét Nam dang thiéu hut nghiém trong nhan lyc chuyén sau

- Pong Nai c6 dic thu cong nghiép hoa cao: rii ro an ninh mang 16n



- Chinh sach Nha nudc dinh hudng rd rang phat trién linh vuc nay

Do d6, viéc md nganh An toan thong tin tai Dong Nai 1a cip thiét vé mit thuc tién,
pht hop véi chién luoc qudc gia, dap Gng nhu cau doanh nghiép va gbp phan phat trién
bén vitng kinh té s6.

Nganh An toan théng tin khong chi giai quyét bai toan nhan lyc ma con dong vai trd
then chdt trong viéc bao vé hé sinh thai s6, ning cao ning luc canh tranh cta dia phuong

trong ky nguyén sé.
II. TOM TAT PIEU KIEN MO NGANH PAO TAO

1.1 Nang luc cua co s¢ dao tao

Cac nganh, trinh dj, quy mo va hinh thirc dang dao tao

Trai qua hon 29 ndm hinh thanh va phét trién, dén nay Truong c6 cac Khoa va Bo

mon dao tao cac nganh, chuyén nganh sau:

Pao tao trinh d¢ Pai hoc: Theo tirng nhém nganh

TT |Khoa quinly M3 6 Tén nganh Tén chuyén nganh
1. Quan Iy va cung tmg thube
1 Duogc 7720201 Duoc hoc 2. Phat trién va san xuit thudc
3. Duogc ly, Dugc 1am sang
1. K§ thuat phan mém
2. Ky thuat may tinh
7480201 Cong nghé Thong tin 3. Hé théng thong tin
4. Mang may tinh va truyén
5 Cong nghé Thong thong
tin 7340122 Thuwong mai dién tir Thurong mai dién tir
7320104 Truyén thong da phuong tién | Truyén thong da phuong tién
7480107 Tri tué nhan tao Tri tué€ nhan tao
Cong nghé K¥j thuat Dién tr, | Cong nghé Ky thuat Dién tir,
7510302 g; g N Yy thug : g; g A y d :
Truyén thong Truyén thong
1510303 Cong nghé Ky thuat Diéu | Cong nghé K¥ thuat Diéu khién
khién va Tu dong hoa va Tu dong hoa
3 Co bién — Dién tur
2510301 C(.A)Ang wnghé Ky thuat Dién, (?6ng ngh¢ K¥ thuat Dién, Dién
Dién to tw
Cong nghé Ky thuat co khi . T )
7510201 . Cong nghé K¥ thuat co khi
(Co dién tr)




TT |Khoa quinly M3 6 Tén nganh Tén chuyén nganh
7510205 Cong nghé K§ thuat O to Cong nghé K§ thuat O to
. N A 1. Xay dung dan dung va cong
Ky thuat cong Cong nghé¢ Ky thuat Cong i
4 : 7510102 nghiép
trinh trinh Xay dung . \ .
2. Xay dung cau duong
7540101 Cong ngh¢ Thyc phdm Cong ngh¢ Thyc phdm
: Khoa hoc vi cong 7510401 Cong ngh¢ K¥ thuat Hod hoc | Cong nghé K¥ thuat Hoa hoc
ngh¢ thye pham | 7440301 Khoa hoc Mbi truong Cong nghé Mbi trudng
7420201 Cong ngh¢ Sinh hoc Cong ngh¢ Sinh hoc
7340301 Ké toan Ké toan
Tai chinh — Ké | 7340201 Tai chinh — Ngéan hang Tai chinh — Ngén hang
6 tOé.n L el \ > l - h X L el \ 2 1 ’ h X
t t
7510605 oglsrlcs va quan ly chuoi ’ ogistics va quan ly chuoi cung
cung Gng ung
7340101 Quan tri Kinh doanh Quan tri Kinh doanh
7310101 Kinh té Ngoai thwong
Quan trj — Kinh té , ,
7 Lz 7380107 Luéat Kinh t& Luat Kinh t&
quoc te
Quan tri dich vy du lich va It | Quan tri dich vu du lich va I
7810103 . .
hanh hanh
7340115 Marketing Marketing
7220204 Ngon ngir Trung Qudc Trung Qudc hoc
A 1. Nhat Ban hoc
8 | Dong Phuong 7220213 Pong phuong hoc T
2. Han Quoc hoc
7220113 Viét Nam hoc Huéng dan du lich
9 Ngoén ngit Anh 7220201 Ngon ngit Anh Business English

% Trinh d¢ thac si:

Tong cong: 9 khoa, 28 nganh va 34 chuyén nganh dai hoc.

Dao tao sau dai hoc

Tinh dén thoi diém hién nay, PHLH c6 7 nganh dao tao trinh d§ Thac si:




STT Khoa quan ly Chuyén nganh dao tao Ma nganh
1 Sau dai hoc Quan tri Kinh doanh 8340101
2 Sau dai hoc Ké toan 8340301
3 Sau dai hoc Tai chinh - Ngan hang 8340201
4 Sau dai hoc Cong ngh¢ Thong tin 8480201
5 Sau dai hoc K§ thuat dién 8520201
Ky thuat Xay d Cong trinh Dan d %
6 Sau dai hoc Y fhudl Ady dimg T-ong Hink Lan QUng Va | ace0201
Cong nghiép
7 Sau dai hoc Ngon ngit Anh 8220201
« Trinh d¢ chuyén khoa I:
STT Khoa quan ly Chuyén nganh dao tao Ma nganh
1 Sau dai hoc Dugc ly Va Dugc lam sang CK 607305
2 Sau dai hoc Té chirc quan 1y duoc CK 6073 20
< Trinh d9 tién si:
STT Khoa quén ly Chuyén nganh dao tao Ma nganh
1 Sau dai hoc Quan tri Kinh doanh 9340101
2 Sau dai hoc Khoa hoc may tinh 9480101
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1.2 Doi ngii can bg cua co sé dao tao tham gia chinh dao tao nganh An toan

thong tin

Cong tac xay dung doi ngii can b9, giang vién va vién chirc luon dugce Nha truong
quan tAm vu tién hang dau. Pai hoc Lac Hong rat chi trong t6i viée bdi dudng nang cao
trinh do vé moi mit cho d6i ngii can bo vién churc.

Hién tai, Khoa duoc giao xay dung va thuc hién dé an mé Nganh An toan thong tin
(ATTT) 1a Khoa Cong nghé thong tin véi doi ngii giang vién du vé sb luong, bao dam
vé chat lugng dé t6 chuc thuc hién chuong trinh dao tao, cu thé co 17 giang vién Khoa
Cong nghé thong tin toan thoi gian, trong d6 ¢6 5 gido su/phd gido su ¢6 hoc vi tién si;
3 tién si, 4 nghién ctru sinh, 4 thac si va 1 k¥ su.

D01 ngli can b cua co s& dao tao tham gia chinh dao tao nganh An toan thong tin
(Phy luc dinh kem)

Danh sach can bd quan 1y cip khoa d6i voi nganh dao tao dy kién mo trinh do dai
hoc/thac si/tién si ctia co s& dao tao (Phu luc dinh kém)

1.3 Hoat dong nghién ciru khoa hoc

Truong Pai hoc Lac HSng luén chu trong vao hoat dong nghién ctru khoa hoc,
chuyén giao cong nghé, dua cong nghé ing dung vao thyc tién, va coi d6 1a mot trong
nhirg nhiém vu hang dau. Trude khi 1am luan an t6t nghiép sinh vién dugc tham gia
cac 16p tap huan viét bao cdo, cach trinh bay bai thuyét trinh va cach thic thuyét trinh,
cach trich din tai liéu tham khao dé qua d6 sinh vién nam duoc dao dirc trong nghién
ctru khoa hoc va dao dirc nghé nghiép sau khi ra trudng. Véi d6i ngii can bo giang vién
va chuyén vién dau nganh, Khoa Coéng nghé thong tin di cho ra doi nhiéu cong trinh c6
¥ nghia thuc tién ca trong va ngoai nudc va da chuyén giao thanh cong cho cac don vi
ngoai. Cu thé:

Bang Danh sach cac dé tai chuyén giao cong nghé trong nhirng nim gin day

STT |DPé tai chuyén giao cong nghé Noi chuyén giao Nim chuyén giao

DPao tao tri tu¢ nhan tao va ting dung tro ly 4o

1 N e Chi cuc Hai quan Pong Nai 2025
vao cong viéce
V& viée xay dung chirc nang xuat dir liéu dé| . .

2 cap nhit Ién hé théng CSDL nganh Cong ty TNHH Huong Nguyén 2024
Vé viéc nang cap va bd sung tinh nang trong| -, A

3 Cong ty TNHH Huong Nguyén 2024

hé thdng S6 dau bai dién tur
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STT |Dé tai chuyén giao cong ngh¢ Noi chuyén giao Nim chuyén giao
4 Vé viée nang cip hé thong phan mém Cong ty TNHH Huong Nguyén 2024
5 Thué phan mém phuc vu Cudc thi “Tim hiéu|S¢ Khoa hoc va Cong nghé Dong 2024
phap luat vé S¢ hitu tri tu¢ nam 2024” Nai
G{)i thau xay dung, van hanh phfin mém thi
g |idc nghibm trén mang mdy tinh phuc vu kYl i vy pang Nai 2024
thi nang ngach cong chire va thang hang chure
danh nghé nghiép vién chirc tinh Pong Nai
Néng cép va van hanh phan mém Cudc thi|,, A .
! tryc tuyeén tim hi€u Luat Dat dai nam 2024 86 Tu Phap Dong Nai 2024
Néng cap va van hanh phan mém thi trac
nghiém phu‘c vu Cudc thi truc tuyCn tim hiéu .
8 phap ludt vé ma tiy va phong, chong tac hai|S¢ Tu Phap Dong Nai 2024
cua thuodc 1a cho hoc sinh, hoc vién, sinh vién,
thanh nién trén dia ban tinh
Pao tao v/v Td chic hoi théo giao dich
9 thuong mai dién tir va cac van dé phap ly|S¢ cong thuong 2024
quan trong
10 D,ao tao ve CN;FT Cl:lO CBCC, CCCT,... cua Tinh uy Déng Nai 2024
cac ban dang Tinh uy
Phat trién Phin Mém sir dung cho Robot|Cong ty ¢d phan thoi trang va my
11 2 2024
Cruzr pham Duy Anh
Bén canh d6 nha truong cling c6 tap chi khoa hoc va ky yéu khoa hoc cua GV
va SV, hi¢gn nay Tap chi khoa hoc dia phat hanh dén s6 24

(https://tapchikhoahoc.lhu.edu.vn), 1a noi luu trir nhitng cong trinh nghién ctru co chat

luong cua nhiéu khoi nganh qua cac nam.

Céc dé tai nghién ctru khoa hoc cta co sé dao tao, giang vién, nha khoa hoc (Phu

luc dinh kem)

Céc cong trinh khoa hoc cong bd cuia giang vién, nha khoa hoc co hitu (Phu luc

dinh kém)
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https://tapchikhoahoc.lhu.edu.vn/),

1.4 Hop tac qudc té trong hoat dong dao tao va nghién ciru khoa hoc

Truong Pai hoc Lac Hong xac dinh hop tac qudc té (HTQT) 1a mot trong nhirng co
hoi dé tiép can trinh d khu vuc, ho1 nhap toan dién vai gido duc dai hoc trong khu vuc
va thé gi6i. Tir nhan thie d6, Nha truong di chi dong thiét 14p quan hé va trién khai
cac hoat dong hop tac vai cac truong dai hoc va to chire quéc té theo diing quy dinh cua
Nha nudc va da dat duge nhiéu thanh qua dang khich 1é, xdy dung va bd sung ngudn
luc hién c6 va nang cao ning lyc dao tao, nghién ctru khoa hoc (NCKH) va dbi méi
chuong trinh dao tao (CTPT) phu hop véi tiéu chuan khu vuc va thé gidi. Cac hoat
dong HTQT rat da dang nhu tiép cac doan khach dén tham trudng, moi giang vién nude
ngoai dén giang day; ky két ban ghi nhé hop tac (MOU) véi 18 truong dai hoc va to
chire qubc té. Nha truong da c6 nhidu chuong trinh HTQT cap hoc bong cho 32 giang
vién va 43 sinh vién; c6 cac chuong trinh trao doi giang vién va sinh vién; chuong trinh
tai trg vé tai chinh va sach gido khoa va chuong trinh hop tic NCKH véi di tic nudc
ngoai.

Hoat dong Hop tac Quéc té ciia Trudng Pai hoc Lac Hong di c6 nhiing két qua
nhit dinh, gop phan ting budce khang dinh vi thé ciia truong trong hé thong gido duc
Pai hoc trén thé gioi.

Ké thira mdi quan hé qudc té san c6 ciia Truong, Nganh An toan thong tin dy kién
mo rong, phat huy va ting cuong hop tac qudc té dé ddy manh nghién ctru khoa hoc
trong céc linh vuc cia Nganh, dép timg duoc cac nhu ciu ngdy cang cao va da dang.

1.5 Co sé vat chit phuc vu dao tao

a. Co' sé vat chat phuc vu dao tao va nghién ciru:

Co s& vat chat va phuong tién giang day ctia Trudng nhu phong hoc, thu vién,
may chiéu va phong may vi tinh, may thuc hanh trong do dac dép ung t6t yéu cau hoc
tap va nghién ctru cua sinh vién duge minh ching va xac nhan trong bién ban kiém tra
thuc té diéu kién vé doi ngll gidng vién, trang thiét bi, thu vién, cu thé:

* Phong hoc va phong thuc hanh, thyc tap:

C6 113 phong bao gom Hoi truong, giang dudng, phong hoc, phong da ning,
phong 1am viéc cua gido su, pho gido su, giang vién véi tong dién tich 9.850,31 m2;
trong do co:

- 03 hoi trudng, phong hoc 16n trén 200 chd, tong dién tich 1,115.64 m2.
- 14 phong hoc tir 100 — 200 chd, téng dién tich 1,936.94 m2
- 44 phong hoc tir 50-100 chd, dién tich 3,354.04 m2.
- 30 phong hoc dudi 50 chd, dién tich 1,384.80 m2.
- 01 phong hoc da phuong tién, dién tich 135 m2.
- 21 phong lam viéc cua gido su, pho gido su, giang vién co htru, dién tich 1.711.89
m2.
* Thu vién, trung tam hoc lig¢u:
- 07 phong bao gom Thu vién, trung tdm hoc liéu, dién tich 938,69 m2
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- Hé thong phong may cua trudng Dai hoc Lac Hong bao gdm 10 phong may nam
trong toa nha C (co sé 1). Mdi phong chira trung binh khoang 50 - 80 may tinh.
Tét ca cac phong may déu dugc trang bi day du tién nghi nhu may lanh, may
chiéu, hé théng wifi thuan loi cho viéc hoc tip va thuc hanh cua sinh vién.

Truong Pai hoc Lac Hong ndi chung va Khoa Cong nghé théng tin néi riéng ludn
chu trong té1 viée dau tu tdng cuong co so vat chét phuc vu dao tao va dau tu cho con
ngudi nham dam bao chat lwong dao tao ciing nhu chién luogc phat trién lau dai cua
Khoa. Nam bét nhu cau cong nghé hoa, hi¢n dai hoa trong viéc phuc vu quyén loi hoc
tap cho sinh vién nén ngoai viéc trang bi hé thong cac giang duong, phong ¢ khang
trang, cac trung tAm hd trg, khoa con dau tu cac phong chuyén dung kém theo cic trang
thiét bi cao cép tao moi truong hoc tap tdt nhat nhu:

Phong Nghién ciru va thyc hanh cong nghé B302 (goi tat 1a worklab B302) dé nghién
ctru khoa hoc va thuc hanh véi rat nhiéu thiét bi va dung cu hién dai. Cac thiét bi va
cong cu co thé duoc sir dung hiéu qua cho nhiéu hoc phan chuyén nganh khac nhau.
Trang thiét bi, dung cu hién c6 du dé sinh vién thuc hién cac nghién ctru vé hoc may,
nha thong minh,... Mot s6 san pham Gng dung nhu SmartReg (nhiét ké théng minh sir
dung cong nghé Al), bang dién thong minh, tem st dung cong nghé blockchain dé truy
xuat ngudn goc san pham, .v.v di dugc phat trién tir worklab B302 ctia Khoa Cong nghé
thong tin va thuc hién chuyén giao cong nghé. Pong thoi, day 1a 1a khong gian sang tao,
14 noi dé sinh vién chia sé va thao luan vé cac ¥ tudng, hoat dong nhoém ctiia minh cho
mot s cude thi cong nghé va khai nghiép.

Ngoai ra, Khoa con c6 Hoc vién Mang CISCO dugc cong nhan boi CISCO
Networking Academy quéc té (USA). Trang bi cac thiét bi chuyén dung cta Cisco nhur
ASA Firewall, CISCO Router, Switch, Wireless Access Point gitp sinh vién thuc hanh
trén thiét bi that, dap tng mé hinh mang va bao mat theo yéu cau cta doanh nghiép.
Ngoai ra, sinh vién c6 thé thuc hanh nhu thiét bi thuc trén cic chuong trinh mé phong
nhu Packet Tracer, GNS3. Do d06, sinh vién tu tin véi kha ndng ctia minh trong vi¢c dap
mg nhu ciu ctia doanh nghiép. Trang thiét bi, may tinh va dung cu trong phong thuc
hanh duoc bao tri thuong xuyén dap tng nhu cau hoc tap va nghién ctru cta sinh vién
bét cr lac nao. Hoc vién ciling dap Gmg dao tao cac khoa va cip gidy ching nhan vé
CCNA hoic tham gia ky thi chtng chi qubc té CCNA.

Ngoai cac phong Lab truc thuoc Khoa Cong nghé thong tin, Truong Pai hoc Lac
Hdng con ¢6 cac phong Lab va trung tdm thi nghiém khac cho sinh vién c6 thé c6 noi
dé thuc hanh nghién ctru khi c6 dé tai, img dung lién quan nhu:

Trung tdm ché tao Robot: Trong nhiéu nim qua, cing v4i sy phat trién cong nghé
hoa, hién dai héa. Canh doé 1a sy 16n manh ctia phong trao sang tao Robot; tir nhitng
cudc thi sang tao robocon toan qubc va Chau A Thai Binh Duong va cac cudc thi mang
tinh tmg dung cao trong thuc tién nhu: “Sang tao Khoa hoc K§ thuat Tinh Déng Nai”,
“Teachshow” hay céc chwong trinh chuyén giao cong nghé ... dd mang vé cho trudng
DPai hoc Lac Héng nhiéu théng loi 16m. Dé tao moi truong thuan 1gi cho giang vién va
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sinh vién truc tiép co xat véi thuc té, d& dang hé thong lai kién thirc thong qua viéc thuc
hanh sang tao. Ttr d6 van hanh va lam quen dan véi cac thiét bi may moc hién dai; dua
Iy thuyét bai vo lai gan véi thue tién. Hé théng cac xudng ché tao Robot lan luot ra doi
dé cting nha trudng thyc hién tot phuong cham dao tao cia minh. Pdng thoi tao ra moi
truong thuan loi cho sinh vién théa sitc nghién ciru, ché tao robot gop phan day manh
cac ung dung cong nghé cua nha truong.

b. Thu vién

Thu vién Pai hoc Lac Héng td chuc khai thac, luu trit va cung cép thong tin tu
liéu trong cac linh vuc khoa hoc; cong nghé; kinh té; ngoai ngir; xa hdi va nhan van...
phuc vu cong tac dao tao; nghién ctru; hoc tap cua can b9, giang vién va sinh vién trong
Nha truong.

Pén nay, Thu vién di c6 hon 9.129 dau sach gom sach tiéng Viét; tiéng Anh;
tiéng Trung; Han; 2.385 bao céo nghién ctru khoa hoc; luan van; luan an. Tai li¢u dién
tor da dang va phong phu.

Thu vién gdm mot phong muon, hai phong doc, bon phong hoc nhom, hé thong
ban hoc véi 190 chd ngéi va 25 may tinh phuc vu cho ddc gia trong viéc hoc tap; tra
clru va truy cép internet.

Tir cudi nim 2019 Thu vién chuyén sang mé hinh Thu vién md, cho ddc gia vao
kho sach xem va tu chon tai liéu dé doc tai chd hodc muon mang ve.

Pia diém: Phong A201 — Co s6 |

Dién thoai: 02513 952726

Email: thuvien@Ilhu.edu.vn

Google map: https://goo.gl/maps/Ixnwr3Y5Tk2vYnE67
Thu vién sé:

Thu vién sb 1a trang lién két vai trang tailieu.vn, hién tai kho Thu vién s6 cla
truong da co6 hon 14.000 tai li¢u di¢n tur.

Link truy cdp: http://thuvienso.lhu.edu.vn
Tra ctru tai liéu:

Link truy cap: https://lib.Ihu.edu.vn/

Co so dir liéu dién tu:
Gom 03 co s dir liéu (CSDL):
- CSDL Proquest Central
- CSDL Nhiém vu Khoa hoc va Cong nghé Viét Nam
- CSDL Céng bb Khoa hoc va Cong nghé Viét Nam.
Link truy cdp: https://Ihtv.vista.gov.vn/
Tra cvru tai ligu: https://lib.lhu.edu.vn/

Trang tai nguyén hoc tap cho chiing ta tim kiém; download; dang ky muon; gia
han thoi gian muon tai liéu tir cac ngudn tai nguyén nhu: Sach; Gido trinh; Tai liéu dién
tir va Bao cao NCKH (nghién ctru khoa hoc) trong toan hé thong hodc theo bd suu tap.
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2. Tém tit chwong trinh dao tao va ké hoach dao tao

2.1 Tém tit chwong trinh dao tao

Tén chuong trinh:
Trinh do dao tao:
Nganh dao tao:

Ma nganh dao tao:
Loai hinh dao tao:
Thot gian dao tao:
Péi tuong ap dung:

Chuong trinh dao tao hé K¥ su chinh quy
bai hoc

An toan théng tin

7.48.02.02

Chinh quy tap trung

4 nam

Tur khoa tuyén nam 2026

Thoi diém xay dung | cap nhat CTDT: 2026
a. Muc tiéu ciia chwong trinh dao tao

Chuong trinh dao tao hudng téi muc ti€u dao tao nhan lyc nganh An toan thong

tin & nguoi hoc 6 thé dat duoc cac muyc tidu (ky hiéu 1a PEO - Program Educational

Object) sau trong vong 3-5 nam sau khi tot nghiép:

Muc tiéu cua
chwong trinh
(PEOs)

Noi dung

PEO1

Nang lwe chuyén moén va irng dung

Nguoi hoc ¢6 kha ning van dung viing chic kién thirc co
ban va chuyén sau vé an toan thong tin dé thiét ké, trién khai, van
hanh va danh gid muc dg an toan cho céac hé théng thong tin, ha
tang mang va nén tang sb, dap ung yéu cau thyc tién trong bbi

canh chuyén doi so, dién toan ddm may va cac cong ngh¢ maoi.

PEO2

Phat trién nghé nghiép va hoc tap suot doi

Nguodi hoc tbt nghi¢p c6 kha nang tu hoc, cap nhat cong
ngh¢ va tiéu chuin an toan thong tin hién dai, van dung tu duy
phan tich va nghién ctru dé danh gia rui ro, dé xuét giai phap bao
mat phu hop, dong thdi c6 ning luc hoc tap nang cao hoic phat

trién nghé nghiép bén viing trong linh vuc an toan thong tin.

PEO3

K¥ nang, dao dirc va trach nhiém xa hoi
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Nguoi hoc thé hién tot k¥ ning 1am viéc nhom, giao tiép va
giai quyét van dé trong moi truong chuyén nghiép, c6 pham chat
chinh trj vitng vang, y thtrc t6 chire ky luat, tuan thu dao dirc nghé
nghiép va phap luat, gop phan dam bao an toan, an ninh khong

gian mang va phuc vu loi ich xa hoi.

b. Vi tri va kha niing 1am viéc sau tot nghiép

Nguoi hoc sau khi tot nghiép nganh An toan théng tin ¢ thé 1am viéc tai cac vi

tri, chtrc danh sau:

Chuyén vién / K¥ su An toan thong tin (Information Security Engineer)

Quan trj hé théng va mang an toan (Secure System & Network Administrator)
Chuyén vién giam sat va ing ctru sy ¢b an ninh mang (SOC Analyst)

Chuyén vién danh gia, kiém thtr an toan hé théng (Security Analyst, Penetration
Tester)

Chuyén vién quan 1y rui ro va tuan thu an toan thong tin (GRC Officer)

Chuyén vién bao mat tng dung va hé thong Web (Application / Web Security
Engineer)

Chuyén vién bao mat ha ting CNTT, Cloud va IoT (Cloud/Infrastructure
Security Engineer)

Can bd ky thuat an toan thong tin tai cadc co quan nha nudc, doanh nghiép, t0
chtrc tai chinh — ngan hang, vién thong

Nghién ctu vién, trg 1y nghién ctru trong linh vyc an toan thong tin va an ninh
mang tai cac vién, truong

Giang day, trg giang cac hoc phan lién quan dén an toan thong tin sau khi hoc
tap nang cao theo quy dinh

Ngoai ra, kha ning hoc tdp ning cao trinh do sau khi ra trudng. Sinh vién c6 thé

dé dang hoc tiép cao hoc dé lay bang thac si. Ciing nhu kha ning ty nghién ctru dé tiép
tuc nghién ctru sinh 14y bang tién si theo quy dinh ctia B6 Gido duc va dio tao.

¢. Quan diém xay dung chwong trinh dao tao

Truong Pai hoc Lac Héng cin ctr vao cac Thong tu hudng dan ctia Bo Gido duc va
Pao tao dé xay dung chuong trinh ddo tao nganh An toan thong tin:

Thong tu s6: 02/2022/TT-BGDDT, ngay 18 thang 01 nam 2022 vé quy dinh diéu
ki€n, trinh tyu, thu tuc mé nganh dao tao, dinh chi hoat dong cia nganh dao tao
trinh d6 dai hoc, thac si, tién si.

Thong tu 08/2021/TT-BGDDT, ngay 18/3/2021 ctia Bo Giao duc va Pao tao vé
vi€c ban hanh quy ché dao tao trinh d6 dai hoc

Thong tu s6 17/2021/TT-BGDDT ngay 22/6/2021 ciia B truong Bo GD&DT
Quy dinh vé chuin chuong trinh dao tao; xdy dung, thim dinh va ban hanh
chuong trinh dao tao cac trinh dg cua gido duc dai hoc.

17



- Quyét dinh s6 03/QD-DHLH ngay 02/01/2026 cta Hiéu trudong nha truong vé
vi€c ban hanh Quy ché dao tao dai hoc va lién thong dai hoc chinh quy theo hé
thong tin chi cho khoa tuyén sinh 2026.

Ngoai ra, chuong trinh dao tao duoc xay dung trén su gop ¥ cta hoi ddng Khoa hoc
Khoa Céng nghé thong tin, Ban tu van doanh nghiép, cic chuyén gia tai cac doanh
nghiép, cac giang vién co kinh nghiém tai cac truong dai hoc va co6 sy tham khdo chuong
trinh dao tao cua céc truong Pai hoc Su Pham K§ Thuat HCM, Truong Dai hoc Cong
nghé thong tin HCM, Hoc vién Cong nghé Buu chinh Vién thong

Chuong trinh d4o tao dugc xay dung pht hop véi sit mang, tam nhin va triét 1y gido
duc ctia nha trudng va khoa, theo huéng lién nganh va tng dung, dap tng yéu cau thuc
tién cua doanh nghiép va xa hoi trong linh vuc an toan thong tin, nhdm trang bi cho sinh
vién nang lyc nghé nghiép viing vang, c6 kha ning thich ing nhanh véi méi trudng lam
viéc va dap ung yéu cau tuyén dung sau khi tot nghiép.

Chuong trinh dio tao c6 dinh huéng nghé nghiép rd rang, gan chit véi nhu ciu
ngudn nhan luc an toan thong tin trong bdi canh chuyén doi s6, do d6 ndi dung cac hoc
phan dugc thiét ké linh hoat, thuong xuyén cap nhat cac cong nghé, cong cu va ky thuat
mai trong linh vye an toan thong tin, tao diéu kién dé sinh vién tiép can sat vai thuc tién
nghé nghiép.

Chuong trinh dao tao duoc thiét ké két hop hai hoa giita 1y thuyét va thuc hanh,
tham khéo va ké thira ¢4 chon loc tir cac chuong trinh dao tao tién tién cua cac co s&
gido dyc uy tin trong va ngoai nudc, 1am nén tang cho viéc trién khai cac hoat dong hop
tac qudc té, nghién ciru khoa hoc va dio tao nang cao trong twrong lai.

d. Chuin daura

Sinh vién tot nghiép chuong trinh k¥ su nganh An toan thong tin phai dap tng
cac yéu cau vé tiéu chuan dau ra (Student Outcome — SO) sau:

SO1: Phan tich mdt van dé tinh toan phirc tap va ap dung cac nguyén tic tinh
toan cung céac linh vuc lién quan khac dé tim ra giai phap

SO2: Thiét ké, trién khai va danh gia mot giai phap dua trén may tinh dé dap
g mot tp hop cic yéu cau tinh toan nhat dinh trong bdi canh chuyén nganh cua
chuong trinh

SO3: Giao tiép hiéu qua trong nhiéu bdi canh chuyén nghiép khac nhau

SO4: Nhan thirc trach nhiém nghé nghiép va dua ra phan doan sang sut trong
thue tién cong nghé thong tin dua trén cac nguyén tic phéap 1y va dao duc

SO5: C6 kha nang hoat dong hi¢u qua voi tu cach 1a thanh vién hoac nguoi lanh
dao nhém tham gia cac hoat dong phu hop védi chuyén nganh cua chuong trinh

SO6: Ap dung cic nguyén tic va thyc tién bao mat dé duy tri hoat dong trong
diéu kién c6 rui ro va mdi de doa.
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BANG TUGNG QUAN GIUA PEOs VA SOs

PEOs

SOs

PEO1 PEO2 PEO3
SO1 X
SO2 X
SO3 X
SO4 X
SO5 X
SO6 X

% Ngoai ngir

Phai c6 mdt trong cac bang diém hoic chirng chi thoa danh sach sau:
- TOEIC dat tir 400 diém tré 1én (do ETS cap).
- TOEFL ITP thi trén gidy dat tir 400 diém tr¢ 1én (do ETS cap).

- TOEFL iBT dat tir 32 diém tré 1én (do ETS cip).

- IELTS dat tir 4.5 diém tr& 1én, trong d6 khong c6 diém thanh phan nao dudi 4.0

(do British Council

cap).

- Chimng nhan két qua thi tiéng Anh tuong duong 400 diém TOEIC tré 1én do
truong Pai hoc Lac Hong cap.

- Chung chi B tiéng Anh do trudong Dai hoc Lac Hong cép.

- Bang tt nghiép cao dang hodc dai hoc nganh Ngit van Anh hé chinh quy, tai
churc, van béng 2, lién thong, hoan chinh c6 phoi béng cua B6 Gido duc va bBao

tao.

e. Hinh thirc va thoi gian dao tao

- Hinh thirc dao tao: chinh quy tap trung.

- Thoi gian dao tao: 4 nam.
f. Ty 18 cac khdi kién thirc

(Khéng ké gido duc thé chat va gido duc quoc phong)

Khdi kién thirc Téng s6 tin chi Ghi chu
L Ly luan chinh tri 13
Khoi kién thirc gido duc dai i
Ngoai ngir 15
cuong
Toan hoc, cong nghé 17
Khéi kién thic gido duc | Co sé nganh 54
chuyén nghiép Chuyén nganh 36
) Bao cao kién tap va thuc tap 8
Tét nghiép R
Do an tot nghigp 8
Tong sb tin chi tich lily toi thiéu toan khoa 151
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% Khéi kién thirc gido duc dai cwong

So tin chi .
MaMH | Hoc phin Téng Ly Thue Bai Gh,l
TC thuyét hanh tap cht
102065 Chu nghia xa hoi khoa hoc 2 2 0 0
111159 DPién tu trong IoT 3 1 2 0
102074 Ngoai ngir 1 2 2 0 0
102075 Ngoai ngir 2 2 2 0 0
102076 Ngoai ngit 3 2 2 0 0
102077 Ngoai ngit 4 3 3 0 0
102078 Ngoai ngit 5 3 3 0 0
102079 Ngoai ngit 6 3 3 0 0
102064 Kinh té chinh trj Mac - Lénin 2 2 0 0
102066 Lich str Pang Cong san Viét Nam 2 2 0 0 Bit budc
102006 Phap luat dai cuong 2 2 0 0
111063 | Tin hiéu sb co ban 2 1 1 0
111174 Toan roirac va LTDT 3 3 0 0
102073  |Toén cao cip 1 4 4 0 0
102063 Triét hoc Mac - Lénin 3 3 0 0
102033  |Tu twéng H6 Chi Minh 2 2 0 0
102087 | Xac suat thong ke 2 2 0 0
102112  |Tin hoc dai cwong {2025 trd vé sau} 3 0 3 0
Tong cong 45 39 6 0
% Khdi kién thirc giso duc chuyén nghiép
e Nhém cic hoc phan co sé nganh
‘ S{i tin chi Ghi
Mé& MH Hoc phan Tong Ly ’ Thuc Bai chl
TC thuyét hanh tip
111154 Nhép mon Nganh 3 3 0 0
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So tin chi

Méa MH Hoc phin Tong Ly Thuc Bai

TC thuyét | hanh | tap
111155 Nhép mon lap trinh 3 1 2 0
111156 Lap rap va toi uu hé thdng may tinh 3 1 1 1
111160 Mang may tinh 3 1 2 0
111161 K§ Thuat 1ap trinh 3 1 2 0
111164 Thiét ké web 3 1 2 0
Co so dir li¢u 3 1 2 0

111166

111168 Nhap mon Phat trién du an ky thuat 3 1 2 0
111194 Hé¢ diéu hanh 3 2 1 0
111195 Quan tri ha ting Dién toan Pam may |3 1 2 0
111196 An toan H¢ quan tri CSDL 3 1 2 0
111197 Lap trinh mang can ban 3 1 2 0
111165 Mang may tinh nang cao 3 1 2 0
111167 Cau triic dit liéu va giai thuat 3 1 2 0
111172 Lap trinh hudng ddi tugng 3 1 2 0
111181 Lap trinh giao tiép thiét b 3 1 2 0
111184 Lap trinh rng dung Web 3 1 2 0

Ghi

chd

budc
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So tin chi

3 - Ghi
Méa MH Hoc phan Tong Ly Thuc Bai ha
< cnu
TC thuyét hanh tap
111200 He¢ diéu hanh Linux 3 1 2 0
Tong cong 54 21 32 1
e Nhom cac hoc phan chuyén nganh
So tin chi )
3 - _ Ghi
Ma MH Hoc phan Tong Ly Thue Bai h
i chu
TC thuyét | hanh tap
111198 Quan tri Dich vu mang Doanh nghiép 3 1 2 0
111199 Dinh tuyén va Mang khong day 3 1 2 0
111201 Mit ma hoc 3 1 2 0
111202 Diéu tra s6 (Digital Forensics) 3 1 2 0
111203 N{ang Doanh nghiép, An ninh va Ty dong 3 1 9 0
hoa
111204 Quan ly rullA ro va an toan thong tin trong 3 1 ’ 0
doanh nghiép
111205 An ninh chi dong va dao dirc nghé nghiép|3 1 2 0
111206 Béo mat Internet of Things 3 1 2 0
111207 BlockChain: trng dung va bao mat 3 1 2 0
111208 Phat trién tng dung bao mat (DevSecOps)|3 1 2 0
111209 K§ thuat phan tich ma doc 3 1 2 0
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111210 Al trong bao mat 3 1 2 0
Software Verification, Validation, and 3 1 ’ 0
Software Project, Process and Quality 3 1 ” 0
199006 Management
Software Integration and Engineering 3 1 2 0
199007
199039 Information Assurance and Security 3 1 2 0
Tong cong 36 12 24 1
% Khdi kién thirc tot nghiép
e Baio cao thuc tap
S6 tin chi )
. Ghi
Ma MH Hoc phan , , Thue 5
Tong TC | Ly thuyét . Baitap | chu
hanh
111173 Kién tap 2 1 0 1
111192 Thue tap 6 2 2 2
TONG CONG 8 3 2 3

e Do an tot nghiép
Trong thoi gian thyc tap, sinh vién s€ thuc hién dé tai tot nghiép la xay dung mot
san phim An toan théng tin pht hop v6i nganh hoc. Dé tai 13 sy tong hop kién thirc va
k¥ nang trong sudt 4 nim cua sinh vién. Sau khi hoan thanh, dé tai sé duoc danh gia boi

hoi dong chuyén mon theo thang diém ma chuong trinh quy dinh.

S6 tin chi
s Ghi
Méa& MH Hoc phan n i Thue i
Tong TC | Ly thuyet X Bai tap | chi
hanh
111193 Tbt nghiép 8 8 0 0
TONG CONG 8 8 0 0

2.2 Ké hoach dao tao
2.2.1 Thoi gian dao tao: 4 nam
2.2.2 Ké hoach dao tao
K& hoach dao tao toan khoa véi thoi luong cu thé cho cac hoc phén bao gém $6

lugng tiét 1én 16p, thuc hanh, ty hoc trinh bay nhu sau:
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S6 tin chi
Mé& MH Hoc phén 7 | Thye |Bai Ghi chu
Tong TC |Ly thuyet
hanh |tap

HOCKY I 20 11 7 2
Giao duc qudc phong 0 0 0 0
102002 Gido duc thé chét 1 0 0 0 0
102113 Toén cao cip 1 4 2 2 0
102146 Ngoai ngir 1 2 1 0 1
111154 [Nhap mon Nganh 3 3 0 0
111155 [Nhap mon 1ap trinh 3 1 2 0
111156 Lip rap va t6i uu hé thdng may tinh 3 1 1 1
111163 Tin hiéu sb co ban 2 1 1 0
111194 Hé diéu hanh 3 2 1 0
HOC KY 2 22 10 11 |1
102003 Gio duc thé chét 2 0 0 0 0
102087  [Xéc suat théng ké 2 2 0 0
102147 Ngoai ngir 2 2 1 0 1
102112 [Tin hoc dai cuong {2025 tr vé sau} 3 0 3 0
111159 Dién tir trong IoT 3 1 2 0
111174 To4n roi rac va LTDT 3 3 0 0
111161 K§ Thuét lap trinh 3 1 2 0
111166 Co so dit lidu 3 1 2 0
111195 Quan trj ha tAng Dién toan Pam may 3 1 2 0
HOCKY 3 21 12 8 1
102004 Gido dyc thé chat 3 0 0 0 0
102063 Triét hoc Méc - Lénin 3 3 0 0
102064 Kinh té chinh tri Méc - Lénin 2 2 0 0
102065 Chu nghia xa hoi khoa hoc 2 2 0 0
102148 Ngoai ngii 3 2 1 0 1
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So tin chi

Mé& MH Hoc phén 7 | Thye |Bai Ghi chu
Tong TC |Ly thuyet
hanh |tap
111164 Thiét ké web 3 1 2 0
111160  |[Mang may tinh 3 1 2 0
111196 An toan H¢ quan tri CSDL 3 1 2 0
111167  |Chu trac dir lidu va giai thuat 3 1 2 0
HOCKY 4 21 11 8 |2
102033 Tu tuong H6 Chi Minh 2 2 0 0
102006 Phap luat dai cwrong 2 2 0 0
102149 Ngoai ngit 4 3 2 0 1
111168 Nhap mon Phat trién du an k§ thuat 3 1 2 0
111165 Mang mdy tinh nang cao 3 1 2 0
111197 Lap trinh mang cdn ban 3 1 2 0
111172 |Lép trinh huéng déi tuong 3 1 2 0
111173 Kién tap 2 1 0 1
HOCKY 5 20 9 10 |1
102066 Lich sir Dang Cong san Viét Nam 2 2 0 0
102150 Ngoai ngit 5 3 2 0 1
111198 Quan tri Dich vu mang Doanh nghiép 3 1 2 0
111199 Dinh tuyén va Mang khong day 3 1 2 0
111184 Lap trinh tng dung Web 3 1 2 0
111200 [Hé diéu hanh Linux 3 1 2 0
Hoc phan tity chon (Chon 1 trong 2 hoc phan)
111201 Mat ma hoc 3 1 5 0
111202 Diéu tra sé (Digital Forensics)
HOCKY 6 18 7 10 |1
3 1 2 0

111203 Mang Doanh nghi€p, An ninh va Ty dong
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S6 tin chi

Ma MH Hoc phan 7 | Thye |Bai Ghi chu
Tong TC |Ly thuyet
hanh |[tap
hoa
102151 Ngoai ngit 6 3 2 1
111181 Lap trinh giao tiép thiét b 3 1 2 0
Quan ly rdi ro va an toan théng tin trong 3 1 9 0
111204 doanh nghiép
111205 An ninh chi dong va dao dirc nghé nghigp |3 1 2 0
Hoc phan tity chon (Chon 1 trong 2 hoc phan)
111206 Bao mat Internet of Things
3 1 2 0
BlockChain: trng dung va bao mat
111207
HOCKY7 15 6 8 1
Software Verification, Validation, and 3 1 ’
199005 Testing
Software Project, Process and Quality 3 1 9
199006 Management
199039 Information Assurance and Security 3 1 2
Hoc phan tity chon (Chon 1 trong 2 hoc phan)
199007 Software Integration and Engineering
3 1 2 0
111208 Phat trién ng dung bao mat
Hoc phan tity chon (Chon 1 trong 2 hoc phan)
111209 K¥ thuat phan tich ma doc
3 1 2 0
111210 Al trong bao mat (Al for Security)
HOCKY 8 14 5 4 5
111192 Thuec tap 6 2 2 2
TONG CONG TOAN KHOA 151 71 66 14
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2.2.3 So' dd chudi hoc phan

Nam 1 Nam 2 Nam 3 Nam 4
Hoc ky 1 Hoc ky 2 Hoc ky 3 Hoc ky 4 Hoc ky 5 Hoc ky 6 Hoc ky 7 Hoc ky 8
102146 102147 102148 102149 102150 102151 = 1uv911057 o,
English 1 English 2 English 3 English 4 English 5 English 6 o ahf dm‘“‘mi - “;"“Te o
195006
102066 11181
it T - A Software Project, g3
L“;‘:’mf_f"‘g i R L3 e ot Tht nghiép
= : Menagement
111184 11203 199039
Lip trinh tng dung Mang doanh nghiép, an — Information Assurance
web ninh va ti- déng héa and Security
111198 o ;}r‘;"r‘n e 199007
> Quaanu;hw mang —> B i Sumglin:zmnm
doanh nghiép <
Chen 1 trong 2
102065 111168 111199 111208 111208
Toan roi rac va Iy nghia xa héi khoa ‘Nhap mén Phat trien DinhtwyénviMang 3 Anninhchi dongva —J Phat mién tng dung
thuyét db thi hoc du dn k§ thuat khéng day dao dire nghé nghidp bio mit
11172 111206 111209
111160 L s 111200 N P v g O
. Lap trinh b dsi R Bao mit Internet of K# thuat tich —
Mang méy tinh e 25 diéu hanh Linws (| Things T ]
Chon 1::rnn52 Chon 1:trnngz
» 111207
Pt 111164 111197 111201 L 111210
L’sl;’é";;‘ﬁ‘;“h“ Co 2o dik lidn Thiftkéweb | Lép trinh mang co ban Mit ma hoc > B e
[ Chl_:n1:trnn52
111167
111163 111159 Antmnd o o 111202
Tin higu s5 co bin Dién ti ong ToT o Sicoilicopsleiat Didurash
_ J
_J Note
111195 111196 bl TN (SRR Discipline Specific Content
! Quén tri ha ting Dign An'todn hé cos6 4% LTS i
He¢ dicu hanh todn Dém miy lica Kién tdp (arrow) Previous course .- Parallel course

So d6 chudi hoc phan nganh An toan thong tin

3. Ké hoach tuyén sinh

3.1 Poi twgng tuyén sinh:

Toan bo thi sinh di tot nghiép THPT (hodc twong dwong), dat diém chuin tuyén
sinh theo quy dinh cua Nha truong.

3.2 Piéu kién tuyén sinh:

- Theo quy ché Tuyén sinh dai hoc hé chinh quy hién hanh ciia LHU va Bo Gido

duc va Dao tao.

3.3 T6 hgp mén xét tuyén nganh An toan théong tin:

- Toan, ly, hoa (A00)
- Toén, van, 1y (CO1)

- Toan, ly, anh van (A01)

- Toan, van, anh van (DO01)
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4. Dy kién tuyén sinh trong 5 nim dau

STT Nim tuyén sinh Chi tiéu
1 2026-2027 50
2 2027-2028 55
3 2028-2029 60
4 2029-2030 66
5 2030-2031 72

5. Ké hoach dam bao chat lwgng dao tao

5 K¢ hoach ting cudng co sé vat chat, dau tu chi phi dio tao theo yéu ciu ciia
ke hoach dao tao va twong xirng véi mirc thu hoc phi

Trong thoi ky hoi nhap quéc té va cudc cach mang cong nghiép 4.0, co s¢ vat chit,
trang thiét bi dam bao cho cac diéu kién nang cao chét lugng 1a mot yéu cau cao ma nha
truong phai dac biét quan tam.

Nha trudng tiép tuc ¢ ké hoach dé xuét véi Hoi dong truong sir dung ngudn kinh
phi tir von diéu 1¢, tir khoan lgi nhuan hang nam (it nhat 25%) dé ting cudng thém co
s& vat chat, cac phuong tién phuc vu cho hoat dong dao tao, nghién ctru khoa hoc, boi
dudng nghiép vu cho ddi ngil giang vién. Cy thé gom:

- Tung budc nang cap vé co sd vat chat va diéu chinh, doi méi phuong thic hoat
dong cua thu vién truong dé phuc vu nhu ciu nghién clru, ty dao tao, tu boi
dudng cia giang vién; phuc vu nhu cau hoc tap ciia sinh vién, hoc vién.

- Chuén bi dau tu va dau tu mot sb hang muc co ban trén khu dat méi 2 ha, khu
phé 4, phuong Biru Long, thanh phd Bién Hoa, tinh Dong Nai.

Viéc dau tu xdy méi trén khu dat méi thudc phuong Biru Long va sira chita cac co
sO clia trudng phai theo huéng hién dai dat chuin qudc gia dap img duoc yéu cau, chat
lugng dao tao trong thoi ky hoi nhap qudc té va cude cach mang cong nghiép 4.0.

Bén canh do, nha trudong cling quan tam dén viéc dau tu xay dung cac co so phuc
vu viéc rén luyén than thé cho sinh vién nhu Trung tdm gio duc thé chat, phong GYM
Lac Héng va cac cau lac bo thé thao khac.

5.2 K¢ hoach hop tic qudc té vé dao tao (trao d(x)i giang vién, sinh vién; tham
gia giang day, xay dung chwong trinh dao tao...), to chirc h¢i nghi, hoi thiao va
nghién ctru khoa hogec.

- Xay dung hé sinh thai dao tao An toan thong tin (ATTT) dua trén su gan két
chit ché véi cac to chire gido duc va tap doan cong nghé qudc té. Muc tiéu 1a
dat chuén kiém dinh ABET cho chuong trinh k¥ thuat.

- Duy tri va nang cdp quan hé d6i tac voi Cisco Networking Academy. Tich hop
cac hoc phan dao tao ching chi quéc té (CCNA, Cyber Ops,...) truc tiép vao
chuong trinh chinh khoa. Ky két thoa thuan trao ddi sinh vién/giang vién véi
céc dbi tac truyén thong tai Pai Loan (DH KHKT Nam Dai Loan, PH Cheng
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Shiu) va mé rong sang cac trudng ¢ thé manh vé Cong nghé thong tin tai Han
Quéc (PH Quéc gia Jeju).

T chirc dinh ky céc hdi thao trao ddi hoc thuét véi sy tham gia cua cac chuyén
gia tir dg &n BUILD-IT (USAID) va céc gido su tu cac truong dai hoc khu vuc
DPong Nam A dé cép nhat cac xu hudng tin cong va phong thi mang méi nhét.
Ké hoach dam bao chat lugng (PBCL) do tao duoc thyc hién ding quy trinh
cua Truong Pai hoc Lac Héng xay dung dua trén h¢ théng bao dam chat luong
ciia Truong va mo hinh bao dam chét lugng bén trong theo AUN-QA, dong
thoi ddi sanh véi cac truong dai hoc trong nude. Theo d6, md hinh PBCL bén
trong bao gdm cac cong cu gidm sat, cac cong cu danh gia, cac quy trinh dam
béo chat luong va cac cong cu dam bao chét luong. Viéc dam bao chat luong
duoc thue hién ddi voi: nguoi hoc, doi ngill, co s¢ vat chét, su hd tro sinh vién,
duoc trinh bay chi tiét nhu hinh sau:

H¢ thong bao dam chat lwong bén trong ciia Pai hoc Lac Hong

HE THONG BAO PAM CHAT LUQONG BEN TRONG

I

Phan hoi ti thi

CAC CONG CU Tifntrinhcia | Tilé bo hoc, tét e Tao done va | HE 4Ud hoat
GIAM SAT ngwdihoc | nghiép, cé vide lam ““"“f: © Sd"“;, V3| 4éng NCKH
ry SV
CAC CONG CU | Dianh gid ngwei |Danh gia mén hoc va| Danh gid hoat déng [Danh gia hoat déng
DANH GIA hoe chwremg trinh hoc nghién ciru PVCH
CAC QUY EE_'“ d;zmh‘“:*_t Béio die chilt equy | 40 S 2 | Bao dam chit
TRINH BBCL Gng danh gid di ngi hrong co sOVat | | mg hd tro SV
ngirin hoc chat
e . Hé thong khao sat | . ; ..
CAC CONG CU Phan tich P L oo T |56 tay bao dam
BOCL SWOT Danh gid'kiém dinh | ¥ kién cac bén lién chit hrong
quan
| |
THEO DOI VA CAI TIEN

(Nguon: https://dambaochatluong.lhu.edu.vn/)
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5.3 Ké hoach hop tic dao tao véi don vi tuyén dung sinh vién tét nghiép.

Tiép tuc phat huy két qua két ndi v6i doanh nghiép ma nha truong da dat dugc trong
thoi gian qua, trong phét trién chuong trinh dao tao, trong giang day, dam bao noi tham
quan kién tap, thuc tap va tao diéu kién cho sinh vién c6 viée lam sau khi tot nghiép.
B6 phan Quan hé doanh nghi¢p va HO trg sinh vién (Trung tam tuyén sinh & Quan h¢
cong chung) chii dong phdi hop véi cac khoa 1én ké hoach moi lanh dao cac cong ty, xi
nghi¢p, quy anh chi cyu sinh vién thanh dat dang lam viéc tai cac doanh nghiép tham
gia giang day, chia sé kinh nghiém, giao luu vdi sinh vién cua truong, dong thoi tich
cuc lam cau ndi tim viéc 1am thém cho sinh vién, tim nguén tai tro cho sinh vién.

Céac khoa c6 ké hoach chu dong t6 chirc ngay héi viéc lam tai trudng vao dip
sinh vién két thiic khoa hoc, sinh vién nhan bang t6t nghiép. Pong thoi, tham muu dé
nha truong phdi hop véi doanh nghiép, hiép hoi doanh nghiép ddy manh phong trao
khoi nghiép cho sinh vién & tat ca cac khoa.

Nha trudng c6 Hoi dong tu van doanh nghiép cap truong; to chirc hop dé tu van
cho trudng hang nam. Nam hoc ndy, nha trudng phai chu dong to chirc dé Hoi dong hop
duoc it nhat 2 1an/nam hoc dé tu van, gop ¥ cho trudng. Song song d6, Hoi dong tur van
doanh nghiép déu duoc thanh 1ap tai cac Khoa trong Trudng va to chtic hop lay y kién
g6p v cho muc tiéu, chuan dau ra va chuong trinh dao tao cho cac nganh hang nam.
II1. PE NGHI VA CAM KET THUC HIEN

1. Pé nghi ciia co sé dao tao

Ttr nhu cau khach quan cua thyc tién xa hoi, cung véi diéu kién co s& vat chat
cling nhu ddi ngil can bo giang vién cua truong, dong thoi nham khai thac c6 hiéu qua
cac ngudn lyc da va dang dau tu dé dap ung yéu cau phét trién nguon nhan lyc chat
luong cao cho khu vuc phat trién day tiém nang cta tinh Dong Nai noi riéng ciing nhu
khu vuc Pong Nam B§ ndi chung. Kinh dé nghi Bo Giado duc va Dao tao quan tam,
chap thuan cho Trudng dugc tuyén sinh va dao tao nganh An toan thong tin tir nim hoc
2026 — 2027.

2. Cam két thuc hién

Truong Pai hoc Lac Héng da tiép tuc duoc Trung tam kiém dinh chat luong gido
duc thudc Pai hoc Quéc gia TP.HCM cép gidy ching nhan dat chuan chit luong gido
duc dai hoc vao thang 9/2023 (Quyét dinh 140/QD-TTKD ngay 22/9/2023).

Tinh dén thang 3 nim 2026 Trudng Pai hoc Lac Hong (LHU) c6 18 chuong
trinh dao tao dat chuén kiém dinh chét luong bdi Mang ludi cac truong dai hoc Dong
Nam A (ASEAN University Network — AUN-QA). Va 2 chuong trinh dao tao vé Cong
nghé K¥ thuat dién - Dién tir va Cong nghé K¥ thuat Thong Tin di dat chuan kiém dinh
quoc té ABET (Accreditation Board for Engineering and Technology), mot trong nhiing
chuan muc uy tin toan cau vé dio tao k¥ thuat va cong nghé.
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Nha truong cam két khong vi pham cac quy dinh hién hanh vé diéu kién mo
nganh dao tao, tuyén sinh, to chirc va quan 1y dao tao cic nganh dang dio tao va cac
quy dinh lién quan dén gido duc dai hoc tir khi thanh lap trudng dén nay.

Truong s& tiép tuc phat trién doi ngli giang vién; ting cudng dau tu co sd vt
chat, trang thiét bi, tai liéu, gido trinh, d4p Gng t6t nhat cho viéc day va hoc nham khong
nglmg nang cao chat luong dao tao nganh hoc nay.

T4t ca cac ndi dung cua dé an dang ky mo nganh An toan thong tin trinh do dai
hoc da dugc dang lén website cua Truong Dai hoc Lac Héng tai dia chi: Pai Hoc Lac
Hong (Thu.edu.vn)

Ngoai ra, Nha truong cam két va khing dinh trén website ludn cip nhat thuong

xuyén, cong khai cac théng tin nhu: cam két chat lugng gido duc va két qua kiém dinh
chat luong gido duc; danh sach doi ngii giang vién co hitu, giang vién thinh giang, sinh
vién tring tuyén, t6t nghiép va dugc cap bang hang nam theo cac khoa hoc, nganh hoc;
ty I¢ viéc lam cua sinh vién sau 01 nam tdt nghi¢p; muc thu hoc phi; chuin dau ra va
chuong trinh ddo tao cua tat ca cac nganh tai Truong.
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CHUONG TRINH PAO TAO PAI HQOC

Tén chwong trinh: Chuong trinh dao tao hé Ky sw chinh quy
Trinh d¢ dao tao: BPai hoc

Nganh dao tao (Tiéng Vigr): An toan thong tin

Nganh dao tao (Tiéng Anh): Information Security

Ma nganh dao tao: 7.48.02.02

Loai hinh dao tao: Chinh quy tdp trung

Thoi gian dao tao: 4 nam

Déi twong ap dung: Tir khéa tuyén nam 2026

Thoi diém xay dung | cip nhat CTPT: 2026

I. GIOI THIEU CHUNG

1. Muc tiéu dao tao

Nguoi hoc tét nghiép nganh An toan thong tin tir 3 nim dén 5 ndm s& c6 kha ning;

Muc tiéu cia chwong trinh
Noi dung
(PEOs)
PEO1 Ning luc nghé nghiép
PEO2 Néng luc quan 1y
PEO3 Ning lyc hoc tap sudt doi va dao dirc nghé nghiép

1.1. Vi tri va kha ning 1am viéc sau tot nghiép

Ngudi hoc sau khi tbt nghiép nganh An toan thong tin co thé lam viéc tai cac vi tri,
chtrc danh sau:

Chuyén vién / Ky su An toan thong tin (Information Security Engineer)

Quan trj hé thong va mang an toan (Secure System & Network Administrator)
Chuyén vién giam sat va g ctru sy ¢b an ninh mang (SOC Analyst)

Chuyén vién danh gia, kiém thir an toan hé thong (Security Analyst,
Penetration Tester)

Chuyén vién quan 1y rui ro va tuan thu an toan thong tin (GRC Officer)
Chuyén vién bao mat ing dung va hé théng Web (Application / Web Security
Engineer)

Chuyén vién bao mat ha tang CNTT, Cloud va IoT (Cloud/Infrastructure
Security Engineer)

Céan bo k¥ thuat an toan thong tin tai cac co quan nha nudc, doanh nghiép, t6
chtrc tai chinh — ngan hang, vién thong

Nghién ctru vién, trg 1y nghién ciru trong linh vuc an toan thong tin va an ninh
mang tai cac vi¢n, truong

Giang day, tro giang cac hoc phan lién quan dén an toan thong tin sau khi hoc
tap nang cao theo quy dinh
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Ngoai ra, kha ning hoc tip nang cao trinh d6 sau khi ra truong. Sinh vién c6 thé dé
dang hoc tiép cao hoc dé 1iy bang thac si ciing nhu kha ning ti nghién ctru dé tiép tuc

nghién ctru sinh 14y bang tién si theo quy dinh cua B6 Gido duc va dao tao.

1.2 Hinh thirc va thoi gian dao tao
- Hinh thirc dao tao: chinh quy tap trung.
- Thoi gian dao tao: 4 nam.
I1. POI TUQNG TUYEN SINH

Theo quy ché Tuyén sinh dai hoc hé chinh quy hién hanh ctia LHU va Bo Gido

duc va Dao tao.

BANG TUONG QUAN TAM NHIN — SU MANG VOI MUC TIEU CHUONG TRINH PAO

TAO (PEOs)

Tam nhin — sir mang

PEOs

PEO1

PEO2

PEO3

Str mang

Truong PH Lac Héng la co s¢ dao tao, nghién ctru
khoa hoc ung dung, chuyén giao cong ngh¢ dap
ung nhu cau xa hoi

Phuc vu cong déng

Truong cung cip ngudn nhén lyc, bdi dudng nhan
tai c6 nang lyc va pham chét phuc vu sy nghiép
cong nghiép hoa, hién dai hoa dat nudc trong thoi
ky hoi nhap qudc té.

Tam nhin:
Pén nam 2030, trd thanh truong dai hoc dinh
hudng ung dung hang dau tai Viét Nam.

BANG TUONG QUAN KHUNG TRINH PO QUOC GIA VOI MUC TIEU CHUONG
TRINH PAO TAO (PEOs)
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Muyc o Khung trinh do Quéc gia Viét Nam

cua chuong

trinh

(PEOs) 1.11.2(13|14|1521(22 |23 |24 (25|26 |13.1|3.2|3.3 |34
PEO1 X [ X [ X [ X [ X [ X [ X |[X [X

PEO2 X X X | X X

PEO3 X X X [ X | X [X

III. CHUAN PAU RA CHUONG TRINH PAO TAO (SO)

Ngay tai thoi diém tot nghiép, ngudi hoc c6 thé dat duoc:

Chuin diu ra CTDT
(SOs)

Noi dung Chi s6 danh gia (PIs)

Kién thire

SO1: Phan tich mot van dé
tinh toan phirc tap va ap
dung cic nguyén tic tinh
toan cung cac linh vuc
lien quan khac dé tim ra
giai phap.

P11.1 Phan tich cac bai toan tinh toan lién quan dén
an toan thong tin bang cach van dung phu hop céc
nguyén 1y cua khoa hoc may tinh, toan hoc va mat ma
hoc.

P11.2 Nhan dién cac 16 hong va mdi de doa théng qua
phan tich c6 hé théng, dong thoi xac dinh cac giai
phap bao mat phu hop.

SO2: Thiét ké, trién khai
va danh gia mot giai phap
dua trén mday tinh dé dap
ung mdt tdp hop cac yéu
ciu tinh toin nhit dinh
trong bodi canh chuyén
nganh cua chuong trinh

P12.1 Xac dinh va dic ta cac yéu cau an toan thong
tin dua trén nhu cau cia cac bén lién quan va cac yéu
to rui ro.

P12.2 Thiét ké va trién khai cac giai phap tinh toan an
toan theo cic nguyén tic va thuc hanh bao mat da
dugce thiét lap.

P12.3 Panh gia cac giai phap bao mat di trién khai
bang cac phuong phap tham tra va kiém dinh pht hop
nham bao dam dap ung cac yéu cau dit ra.
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Chuin diu ra CTDT
(SOs)

Noi dung Chi s6 danh gia (PIs)

SO3: Giao tiép hiéu qua
trong nhiéu bdi canh
chuyén nghiép khac nhau

P13.1 Soan thao bao céo k¥ thuat va tai liéu chuyén
mon vé an toan thong tin mot cach cé cau truc.

P13.2 Trinh bay hiéu qua cic khai niém va két qua
phan tich vé an toan thong tin cho d6i twong chuyén
mon va khong chuyén.

SO5: Co6 kha nang hoat
dong hiéu qua voi tu cach
la thanh vién hodc nguoi
lanh dao nhom tham gia
cac hoat dong phu hop véi
chuyén nganh cua chuong
trinh

P15.1 Béng gbép hi€u qua vao cac hoat dong nhém
béng cach thuc hién dﬁy du trach nhiém duogc phan
cong va hd trg muc tiéu chung ctia nhém.

P15.2 Thé hién ning lyc lanh dao va diéu phdi khi
dam nhiém vai trd truéng nhém hodc vai tro diéu phoi
trong nhom.

SO6: Ap dung cac nguyén
tac va thuc tién bao mat dé
duy tri hoat dong trong
diéu kién co rui ro va moi
de doa

P16.1 Danh gia rui ro va nhan dién cac méi de doa
bang cac phuong phap danh gia rii ro di duoc thiét
lap.

P16.2 Ap dung cic bién phap kiém soat bao mat
phong ngira va bao vé phii hop nham giam thiéu cac
rui ro da xac dinh.

P16.3 Trién khai cac quy trinh gidm sat va Gmg pho
su c6 nhim duy tri tinh lién tyc hoat dong cua hé
thdng trong diéu kién c6 rii ro va mbi de doa.

Thai 9

SO4: Nhan thirc trach
nhiém nghé nghiép va dua
ra phan doan sang sudt
trong thyc tién cong nghé
thong tin dua trén cac
nguyén tic phap 1y va dao
dutrc

P14.1 Nhan dién va giai thich cac van dé dao dirc va
phap 1y lién quan dén thyuc hanh an toan thong tin.

P14.2 Pua ra cac phan doan nghé nghiép c6 co so
trong cac tinh hudng an toan thong tin, phii hop véi
quy dinh phap luat, chuan muc nghé nghiép va
nguyén tic dao duc.

P14.3 Thé hién trach nhiém nghé nghiép thong qua
viéc tham gia hoc tap sudt doi va hd tro cong déng an
toan thong tin bang chia sé tri thirc c6 dao dirc, hoat
dong nang cao nhan thirc hodc phat trién nghé nghiép.

BANG TUONG QUAN GIUA MUC TIEU CHUONG TRINH PAO TAO (PEOS) VA
CHUAN DAU RA CHUONG TRINH PAO TAO (SOs)
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PEOs

SOs

PEO1 PEO2 PEO3
SO1 X
SO2 X
SO3 X
SO4 X
SO5 X
SO6 X

1. CAC HQC PHAN VA MOI QUAN HE VOI CHUAN PAU RA

1.1 Céc hoc phan dai cuong

SO
A
Hoc phan so1 S02 So3 S04 SO5 SO6
[
PI11.1 | PI1.2 |PI2.1 |PI2.2|P12.3|PI3.1|PI3.2|P14.1|P14.2|P14.3|P15.1P15.2/P16.1|P16.2|P16.3

Phap luat dai cuong CLO2|CLO3

CLO2
Tin hoc dai cuong CLO4

CLO3
Triét hoc Méc - Lénin CLO2 CLO4
Kinh té chinh tri Méc - Lénin CLO3
Chu nghia xa hoi khoa hoc CLO3
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SO

b
Hoc phﬁn so1 S02 so3 S04 SO5 SO6
PI1.1 | PI11.2 |PI12.1|PI12.2|PI2.3|PI3.1|PI13.2|P14.1|{P14.2|P14.3|P15.1P15.2/P16.1P16.2|P16.3
Lich sir bang Cong san VN CLO3
Tu tuéng H6 Chi Minh CLO2/CLO3
CLO1
: CLO2
Toén cao cap 1 CLO5
CLO3
CLO4
CLO1
Xac suit Théng ké CLO2 CLO4
CLO3
CLO1
. CLO2
Toan roirac va LTDT
CLO3
CLO4
Ngoai ngit 1 CLO1 CLO2
Ngoai ngir 2 CLO1 CLO2
Ngoai ngit 3 CLO1 CLO2
Ngoai ngit 4 CLO1 CLO2
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SO
Hoc phﬁn so1 S02 so3 S04 SO5 SO6
PI1.1 | PI11.2 |PI12.1|PI12.2|PI2.3|PI3.1|PI13.2|P14.1|{P14.2|P14.3|P15.1P15.2/P16.1P16.2|P16.3
Ngoai ngit 5 CLO1 CLO2
Ngoai ngit 6 CLO2
Tin hi¢u s6 co ban CLo1 CLO2|CLO3 CLO4
bién tir trong [oT CLO1 |CLO2 CLO3 CLO4
1.2 Céc hoc phan co sé nganh
SO
Hoc phan so1 SO2 SO3 S04 SO5 SO6
PI1.1 [PI1.2 |PI2.1 |PI2.2 |PI2.3 |PI3.1 |PI3.2 |PI4.1 |PI4.2 | PI43|PI5.1 |PI5.2 |PI6.1 |PI6.2 |PI6.3
CLo1
Nhap mon Nganh CLO3 CLO4
CLO2
Nhép mon lap trinh CLO1 CLO2 CLO3
Lép rap va tdi uru hé thong
. CLO1 CLO3|CLO2
may tinh
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SO

\
Hoc phan sO1 s02 SO3 S04 SO5 SO6
P11.1 |PI1.2 |PI2.1 |PI2.2 |PI2.3 | PI3.1 |PI3.2 | PI14.1 |PI4.2 | PI14.3 |PI5.1 |PI5.2 |PI6.1|PI6.2 |P16.3
Mang may tinh CLO3 CLO2 CLO1
K§ Thuat 18p trinh CLO1 CLO2|CLO3 CLO4
Thiét ké web CLO1|CLO2 CLO3 CLO4
Co s¢ dit licu CLO2 CLO1 CLO3 CLO4
Nhap mén Phat trién du
CLO1 CLO2 CLO3 CLO4

an k¥ thuat
Hé¢ diéu hanh CLO1 CLO3|CLO3|CLO2|CLO2
Quan tri ha tﬁng bién

CLO1|CLO2 CLO3
todn Dam may
An toan HE quan tri CLO2

CLO1 CLO4 CLO5

CSDL CLO3
Lap trinh mang can ban CLO1 CLO2|CLO3 CLO4

CLO2
Mang may tinh nang cao CLO1|CLO3

CLO4
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SO

Y
Hoc phﬁn SO1 SO2 S03 SO4 SO5 SO6
PI1.1 |PI1.2 |PI2.1 |PI2.2 |PI2.3 |PI3.1 |PI3.2 |Pl4.1 |PI4.2 | PI4.3 |PI5.1 |PI5.2 |PI6.1|PI6.2 |PI16.3
Céu tric dir liéu va giai
CLO1 CLO2 CLO3 CLO4 CLO5
thuat
Lap trinh hudéng dbi
CLO1 CLO2 CLO3 CLO4
tuong
Lap trinh giao tiép thiétbi |CLO1|CLO1 CLO2|CLO2|CLO2
Lap trinh ing dung Web CLO1 CLO3 CLO2 CLO4
CLO1
Hé diéu hanh Linux CLO2 CLO4
CLO3
1.3 Céc hoc phan chuyén nganh
SO
A
Hoc phan so1 S02 s03 S04 s05 S06
o
PI1.1|PI1.2 | PI2.1|PI2.2| PI2.3 |PI3.1| PI3.2| PI4.1|Pl4.2| PI4.3 | PI5.1 | PI5.2 |PI16.1| P16.2 | P16.3
Quan tri Dich vy mang CLO1
) CLO3|CLO4
Doanh nghiép CLO2
. L CLO1
Pinh tuyén va Mang
chona dz CLO2
ong day CLO3
Ap CLO3
Mat ma hoc CLO1|CLO2
CLO4
Pidu tra s6 (Digital
. CLO1|CLO1 CLO3|CLO3 CLO2|CLO2
Forensics)
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SO

A
Hoc phan s01 S02 sO3 S04 so5 s06
°
PI1.1|PI1.2|PI2.1|PI2.2| PI2.3 |PI3.1|PI3.2|PI4.1|PI4.2| PI4.3 | PI5.1| PI5.2 |P16.1| P16.2| P16.3
. CLO2
Mang Doanh nghiép,
Anminh va Te done he CLo1 CLO3
n ninh va Ty dong hoa CLO4
Quan ly rui ro va an
toan théng tin trong CLO1|CLO1|CLO1 CLO2|CLO2| CLO2 CLO3|CLO3|CLO3
doanh nghiép
An ninh chd dong va
\ . CLO1 |CLO1 CLO2 CLO4 CLO3|CLO3
dao duc nghé nghiép
Bao mat Internet of
. CLO2 CLO3 CLO4 CLO1
Things
BlockChain: ung dung
A CLO1|CLO2 CLO3 CLO4
va bao mat
Phét trién Gmg dung bao
CLO1|CLO2 CLO4 CLO3
mat (DevSecOps)
K§ thuat phan tichmda doc ~ |CLO1|CLO1 CLO3|CLO3 CLO2|CLO2|CLO2
Al trong bao mat CLO1 CLO2|CLO2 CLO4 CLO3
Software  Verification,
I . CLo1 CLO2
Validation, and Testing
Software Project, Process
. CLO1|CLO1 CLO2
and Quality Management
Software Integration and
L CLO2 CLO1
Engineering
Information  Assurance
. CLO1|CLO1 CLO2|CLO2 CLO3|CLO3|CLO3
and Security

BANG TUONG QUAN GIUA PHUONG PHAP GIANG DAY VA CHUAN PAU RA
CHUONG TRINH PAO TAO (SOs)
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SOs

Hoc ky| M& HP | Hoc phan
SO1 | SO2 | SO3 | SO4 | SO5 | SO6

1 102113 [Toan cao cép 1 1;3; 4 1,3;4

1 102146 |[Ngoai ngit 1 1 1
1 111154 |Nhép mén Nganh 1 1

1 111155 Nhap mon lap trinh | 1;5 | 1;5 1;5
1 111156 |L4p ép va toi ru hé 1.2 | 12

thong may tinh

1 111163 |Tin hiéu sb co ban 1;5 | 1;5 1,5 | 1,5
1 111194 |Hé diéu hanh 1;2 1,2 | 1;2

2 102003 |Gi4o duyc thé chét 2

2 102087 |Xac suat thongké  |1; 3; 4 1,34

2 102147 |Ngoai ngit 2 1,5 1,5
2 o Tiheetsime | s s

2 111159 |bién tr trong IoT 1,5 | 1;5 1;5
9 111174 Toan roi rac va 1: 4

LTDT

% Danh sdch cac phwong phap gidng day dwoc sir dung
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111161

K¥ Thuat lap trinh

1;5

1;5

1;5

111166

Co so dir liéu

1;5

1;5

1;5

111195

Quan tr1 ha téng bién
toan Dam may

1;5

1;5

102004

Giéo duc thé chét 3

102063

Triét hoc Méc -
Lénin

1.4

14

102064

Kinh té chinh tri Mac
- Lénin

14

102065

Chu nghia xa hoi
khoa hoc

14

102148

Ngoai ngtr 3

1;5

1;5

111164

Thiét ké web

1:.4:6

1:4:6

1:4:6

111160

Mang may tinh

1;5

1;5

111196

An toan H¢ quan tri
CSDL

1:4:5

1:4:5

1:.4:5

111167

Céu trac dir liéu va
gii thuat

15

1;5

1;5

1;5

102033

Tu twong HO Chi
Minh

102006

Phép luat dai cuong
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102149

Ngoai ngtr 4

1;5

1;5

111168

Nhap mén Phat trién
du an k¥ thuat

4: 6

4: 6

4:6

4:6

111165

Mang may tinh nang
cao

1;5

111197

Lap trinh mang can
ban

1;5

1;5

1;5

111172

Lap trinh hudng ddi
tuong

1;4;5;

1;4;5;

1;4;5;

1;4;5;

111173

Kién tap

102066

Lich sir Bang Cong
san Viét Nam

1.4

102150

Ngoai ngir 5

1.5

1:5

111198

Quan tr1 Dich vu
mang Doanh nghiép

1;5

111199

Dinh tuyén va Mang
khong day

1;5

1;5

111184

Lap trinh ung dung
Web

1; 4;
5:6

1; 4;
5:6

1; 4;
5:6

1;4;5;

111200

Hé diéu hanh Linux

1;5

1;:5

111201

Mat ma hoc

1;5

1;5

111202

Diéu tra s6 (Digital
Forensics)

1;5

1;5

1;5
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111203

Mang Doanh nghiép,
An ninh va Ty dong
hoa

1;5

1:5

102151

Ngoai ngit 6

1;5

1;5

111204

Lap trinh giao tiép
thict bi

1;5

1;5

111205

Quan ly rti ro va an
toan théng tin trong
doanh nghiép

1;5

1;5 1;5

1;5

111206

An ninh chu dong va
dao dac nghé nghiép

1; 4;
5.6

1;4; | 1; 4
56 | 56

1;4;5;

111207

Bao mat Internet of
Things

1; 4,
5.6

1; 4,
5.6

1; 4;5;

111203

BlockChain: tng
dung va bao méat

1;5

1.5

199005

Software
Verification,
Validation, and
Testing

1:.4:5

1:4:5

199006

Software Project,
Process and Quality
Management

1:4:5/1:4:5

199039

Information
Assurance and
Security

1;4;5

1;4:5

199007

Software Integration
and Engineering

1:4:5

1:.4:5

1:4:5

111208

Phat trién ing dung
bao mat

1:4:5(1:4;5 1;4:5

1:4:5

111209

K¥ thuat phan tich
ma doc

1;5

1.5 1.5

1.5

STT

Phwong phap giing day

STT

Phwong phap giing day
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111210 |Altrong baomat (AL 14. 4. 511 4. 5 1:4:5 1:4:5
for Security)

111192 Thue tap 4 4

111193 | 144 nghiép 1,6 | 16 | 1:6 | 1;6 | 16 | 1.6

Thuyét giang 4 Hoc theo van dé

Mo phong ) Thyc hanh

L&p hoc ddo nguge 6 Hoc theo du an
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BANG TUONG QUAN GIUA PHUONG PHAP PANH GIA VA CHUAN PAU RA
CHUONG TRINH PAO TAO (SOs)

Hoc ky | M4 HP | Hoc phan 508

SO1 | SO2 | SO3 | SO4 | SO5 | SO6
1 102113 |Toan cao cép 1 2:3 7
1 102146 |Ngoai ngir 1 1;2;3 4:12
1 111154 |Nhap mon Nganh 7:8 |5:7:8
1 111155 [Nhap mon lap trinh 2.4 | 2:4 4:7
1 111156 ﬁi;aﬁl:; ?nih”“ he 47 | 47
1 111163 |Tin hiéu sb co ban 47 | 47 4:7 | 47
1 111194 |Hé diéu hanh 4;7 4:7 | 47
2 102003 |Giao duc thé chat 2
2 102087 |Xac suat thong ké 2:3 9
2 102147 |Ngoai ngir 2 1;2;3 4:12
oz [eeineee |2 23
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111159

bién tu trong [oT

111174

Toan roirac va LTDT

2:3: 4

111161

K¥ Thuat lap trinh

2: 4

2: 4

4: 7

111166

Co so dir 1iéu

2: 4

4: 7

111195

Quan tri ha té”mg bién
toan Dam may

4:7

4:7

102004

Gi4o duc thé chét 3

102063

Triét hoc Méac - Lénin

2:3: 4

2;3;
12

102064

Kinh té chinh tri Mac
- Lénin

2:3;
12

102065

Chu nghia xa hoi
khoa hoc

2:3;
12

102148

Ngoai ngtr 3

2; 4

111164

Thiét ké web

111160

Mang may tinh

2: 4

111196

An toan H¢ quan tri
CSDL

2:4:5

7:9

48



111167

Céau trac dir liéu va
giai thuat

34

4:7

102033

Tu twong HO Chi
Minh

2;3;
10

102006

Phép luat dai cuong

2;3;
12

102149

Ngoai ngtr 4

111168

Nhéap mén Phat trién
du an k¥ thuat

4: 7

111165

Mang may tinh nang
Ccao

2: 4

111197

Lap trinh mang can
ban

2: 4

2: 4

2:4

111172

Lap trinh hudng ddi
tuong

2: 4

111173

Kién tap

7.8

102066

Lich stt Bang Cong
san Viét Nam

2:7;
10

102150

Ngoai ngit 5

2.7

2.7

111198

Quan tri Dich vu
mang Doanh nghi¢p

2: 4

111199

Dinh tuyén va Mang
khong day

2: 4
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111184

Lap trinh Uing dung
Web

2: 4

4: 7

111200

He¢ diéu hanh Linux

2; 4

2; 4

111201

Mat ma hoc

2: 4

2: 4

111202

Diéu tra sd (Digital
Forensics)

2: 4

2: 4

2: 4

111203

Mang Doanh nghiép,
An ninh va Ty dong
héa

2: 4

2: 4

102151

Ngoai ngtr 6

1; 4;

1. 4.7

102181

Lap trinh giao tiép
thiét bi

2: 4

1:4;7

111204

Quan ly rai ro va an
toan théng tin trong
doanh nghiép

2: 4

2: 4

2.4

2: 4

111205

An ninh chu dong va
dao dirc nghé nghiép

2: 4

2: 4

2: 4

2: 4

111206

Bao mat Internet of
Things

14

4:5

4:7

4:7

111207

BlockChain: tng
dung va bao mat

57

4:7

199005

Software
Verification,
Validation, and
Testing

5:6:;7

5:6;7

% Danh sdch cac phwong phdp danh gia dwoc sir dung
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Software Project,

7 199006 |Process and Quality |5;6; 7 5;6;7
Management
Information

7 199039 |Assurance and 5;6;7(5;6;7
Security

f I i

7 199007 |>Oftware Integration | . , 5:6; 7 5,6; 7
and Engineering

7 111208 [Phatmenimgdung | 5, 156 11;7|5:6; 7
bao mat

7 111209 | <Y thudtphantich mal . , 2.4 | 4 2.4
doc

7 111210 |Altrongbaomat(ALl .o | g 4:7 4:7
for Security)

8 11192 |y tap 7:8 7.8

8 111193 |76t nghigp 1;7;8|1;7;8(1;7;8|1;7; 8|1, 7; 81, 7; 8

STT |Phwong phap danh gia STT |Phwong phap danh gia

1 Vén dap 7 Thuyét trinh/bdo cdo

2 Trac nghiém 8 Quyén bao cio

3 Tu luan 9 Standee/Poster/Portfolio

4 |Baitap l6n 10  |Video

) Quy trinh thuc hién 11  |Panh gia chéo

6 San pham hoan thién 12 |Quan sét

o1



IV. CHUONG TRINH PAO TAO

4.1 Ty 1@ cac khoi kién thirc (Khong ké gido duc thé chit va gido duc qudc phong)

ez ] Tong sb .
Khoi kién thirc Ghi chu
tin chi
Ly luan chinh tri 13
Khoi kién
thire giao
. . | Ngoai ngir 15
duc dai
cwong
Toan hoc, cong ngh¢ 17
Khoi kién
i ., | Coso nganh 54
thue giao
duc
chuyén Chuyén nganh 36
nghiép
Tot , ‘ ,
o Thuyec tip doanh nghiép (néu c6), d6 an (néu c6) |3
nghi¢p
Khéa luan hoic chuyén dé tot nghiép 8
Tong so tin chi tich liiy tdi thiéu toan khéa 151
4.2 Khdi kién thirc giso duc dai cwong
. 5 BT/ | Ghi
STT | MAHP | Tén hoc phan TC |LT | TH i
TH | chu
1 102065 |Chu nghia xa hdi khoa hoc 2 2 0 0 Bit
budc
2 111159 |Dién tir trong IoT 3 1 2 0
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STT | M&HP | Tén hoc phin TC |LT |TH BT/ Gh,i
TH | chu

3 102074 |Ngoai ngir 1 2 2 0 0

4 102075 |Ngoai ngir 2 2 2 0 0

5 102076 |Ngoai ngtr 3 2 2 0 0

6 102077 |Ngoai ngtr 4 3 3 0 0

7 102078 |Ngoai ngit 5 3 3 0 0

8 102079 |Ngoai ngit 6 3 3 0 0

9 102064 |Kinh té chinh tri M4c - Lénin 2 |2 |0 |0

10 102066 |Lich st Bang Cong san Viét Nam |2 2 0 0

11 102006 |Phép luat dai cuong 2 2 0 0

12 |111063 |Tin hi¢u sb co ban 2 |1 v o

13 111174 |Toan roirac va LTDT 3 3 0 0

14 102073  |Toén cao cap 1 4 4 0 0

15  |102063 |Triét hoc Méc - Lénin 3 |13 |0 |o
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~ 3 BT/ | Ghi
STT | MAHP | Tén hoc phan TC |LT |TH i
TH | cha
16 102033 |Tu tudéng H6 Chi Minh 2 |2 |0 |0
17 |102087 |X4c sut thong ké 2 2 0o |0
18 102112 |Tin hoc dai cuwong {2025 trd vé|3 0 3 0
sau}
Téng cong 45 |39 |6 0
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V.KE HOACH GIANG DAY MAU

5.1 So dd thir tw hoc giita cic mon

Nam 1 Nam 2 Nam 3 Nam 4
Hoc ky 1 Hoc ky 2 Hoc ky 3 Hoc ky 4 Hoc ky 5 Hoc ky 6 Hoc ky 7 Hoc ky 8
102146 102147 102148 102149 102150 102151 - 19v9005 on
English 1 English 2 English 3 English 4 English 5 English 6 - ahg dm““.'m" ;“dm.re sting
199006
102066 111181
102033 e AU Software Project. 11193
y = Lich s& Dang Cong Lip trinh gio tiép thiét
Ter twéng H Chi Minh Sim Viét Nama oy Process and Quality
agement
111184 111203 199039
: 102112 102063 102006 . "
Gio duc qubc phong 5 P -y Lap trinh tng dung Meang doanh nghiép, an —¥ Information Assurance
- Tin hoc dai cuong Triét hoc Méc - Lénin Phip lut dai cwong s ey o P
111204
102064 111165 111198 199007
102113 102087 Pl Bt - Quén Iy réirové an q
Thema e Xc sult théng ke EECIERCTN S Mang ""cio““h wis e G D‘:‘h i ceen)— e S S"m&“d "E;Ii“;:g‘““""
e DEEECEND doanh nehigp —
Chon 1 trong 2
TG 74 102065 111168 11199 111208 111208
I Toén 1&i rac va Iy ‘Chi nghia x3 héi khoa Nhap mon Phét trién DinhwuyénviMang P Anninhchidéngva —F Phat tricn tme dung
Nhip mén nganh ey P A gong S
thuyet do thi 0 du én k¥ thuat khéng day dao dirc nghé nghiép bao mit
11172 111206 111209
111155 111160 - B 111200 .
e i) et Laép trinh hwéng 861 e % Bao mit Internet of Ky thuat phan tich ma —]
Nhip mén lgp trinh Mang may tinsh ong H¢ didu hanh Linux iThings P
Chon 1:(rongz Chon 1:lron52
111156 > 111207
Pt S 111164 1197 11201 o 11210
L 61 v b e Y] — [ 5 s Blockchain: rag di ! —
?}:s:;;:ay‘ﬁ:uh S Corsé dit liéu Thiét ké web Lip trinh mang co bin Mit m3 hoc | Bloc v ""g = Altrong bio mat
i Chon 1 trong 2
111167
111163 111159 Aoataeidl o o 111202
Tin higu s co ban Dién tir trong loT Cév wic di liew va mias Didu tra b
_ J
J Note
111195 111196 bl SN S ) | Discipline Specific Content
e Quén tri ha tane Bién An toan hé co sy 4 o - i
¢ dicu hanh e e licu ip (arrow) Previous course ----  Parallel course

% Chuong trinh dao tao An toan thong tin

5.2 Ké hoach giang day miu
Hoc ky 1

S6 tin chi
Ly
thuyét

Ghi

HOQC PHAN Tong

TC

Thuc
hanh

Gi4o duc quéc phong 0 0

102002

Gi4o duc thé chét 1

102113

Toan cao cap 1

102146

Ngoai ngir 1

55



- S6 tin chi _
MA Ry - : Ghi
HOC PHAN Tong | Ly Thuc | Bai .
HP . ' ch
TC thuyet | hanh | tap
111154 |Nhap mon Nganh 3 3 0 0
111155 |Nhap mon lap trinh 3 1 2 0
111156 La,p re,1p va to1 uu h¢ thong 3 1 1 1
may tinh
111163 |Tin hi¢u s6 co ban 2 1 1 0
111194 |Hé diéu hanh 3 2 1 0
TONG CONG 20 11 7 2
Hoc ky 2
~ S6 tin chi
MA . - : Ghi
HQC PHAN Tong | Ly Thuc | Bai .
HP i cha
TC thuyet | hanh | tap
102003 |Gido duc thé chat 2 0
102087 |Xac suat thong ké 2 2 0
102147 |Ngoai ngir 2 5 1 1
102112 Tin hoc dai cuwong {2025 tré vé 3 0 3
sau}
111159 |Dién tir trong IoT 3 1 2
111174 |Toan roirac va LTDT 3 3
111161 |K§¥ Thuat lap trinh 3 1 2
111166 |Co so dir liéu 3 1 5 0
111195 erlan tr1A ha tang Pién toan 3 1 5 0
bam may
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~ S6 tin chi _
MA Ry - : Ghi
HOQC PHAN Téng | Ly Thuc | Bai .
HP . ' ch
TC thuyeét | hanh | tap
TONG CONG 22 10 11 1
Hoc ky 3
- S6 tin chi
MA . . — Ghi
HQC PHAN Téng | Ly Thuc | Bai .
HP ) ‘ cha
TC thuyet | hanh | tap
102004 |Giao duc thé chat 3 0
102063 |Triét hoc Mac - Lénin 3 3
102064 |Kinh té chinh tri Méac - Lénin |2 2
102065 [Chu nghia xa hoi khoa hoc 2 2
102148 [Ngoai ngir 3 2 1 1
111164 |Thiét ké web 3 1 2
111160 |Mang may tinh 3 1 2
111196 |An toan H¢ quan tri CSDL 3 1 2
111167 |Chu trac dit liéu va giai thuat |3 1 2 0
TONG CONG 21 12 8 1
Hoc ky 4
~ S6 tin chi
MA ) - _ Ghi
HQC PHAN Tong | Ly Thuc | Bai .
HP , cha
TC thuyét | hanh | tap
102033 |Tu tudng HO6 Chi Minh 2 2
102006 |Phap luat dai cuong 2 2 0
102149 |Ngoai ngir 4 3 5 1
111168 Nhé_}p mon Phat trién du an k¥ 3 1 9
thuat
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~ S tin chi _
MA Ry - : Ghi
HOQC PHAN Tong | Ly Thuc | Bai .
HP . ‘ cha
TC thuyet | hanh | tap
111165 |[Mang may tinh nang cao 3 1 2
111197 |Lap trinh mang can ban 3 1 2
111172 |Lap trinh huéng ddi tuong 3 1 2
111173 |Kién tap 2 1 0 1
TONG CONG 21 11 8 2
Hoc ky 5
~ S tin chi
MA N - : Ghi
HQC PHAN Tong | Ly Thue | Bai .
HP . ' chu
TC thuyét | hanh | tap
102066 Lich st Bang Cong san Viét 5 5
Nam
102150 |Ngoai ngtr 5 3 5 1
111198 Qua.ri tri Dich vu mang Doanh 3 1 5 0
nghi¢p
111199 |Pinh tuyén va Mang khong day |3 1 2
111184 |Lap trinh img dung Web 3 1 2 0
111200 |Hé diéu hanh Linux 3 1 2 0
111201 |Mat ma hoc
3 1 2 0
111202 |Piéu tra s6 (Digital Forensics)
TONG CONG 20 9 10 1
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Hoc ky 6

~ S6 tin chi _
MA N - : Ghi
HOC PHAN Tong | Ly Thuc | Bai .
HP . ' chi
TC thuyeét | hanh | tap
111203 Mang Df)anh Tlghl@p, An ninh 3 1 5 0
va Tu dong hoa
102151 [Ngoai ngir 6
3 2 1
111181 |Lap trinh giao tiép thiétbi |3 1 2 0
111204 Q1A1an l}'ll'u1 ro va an toan - 1 5 0
thong tin trong doanh nghiép
An ninh chu dong va dao duc
nghé nghiép
111205 (Ethical Hacking & Offensive 3 1 2 0
Security)
111206 [Bao mat Internet of Things
3 1 2 0
111207 Blf)ckCha1n: ung dung va bao
mat
TONG CONG 18 7 10 1

59



Hoc ky 7

o S6 tin chi _
MA . - . Ghi
HQC PHAN Tong | Ly Thue | Bai .
HP . ' cha
TC thuyet | hanh | tap
Software Verification,
199005 Validation, and Testing 3 L 2
199006 Softvyare Project, Process and 3 1 5
Quality Management
199039 Informatlon Assurance and 3 1 5
Security
199007 Softyvare.lntegratlon and 3 1 5
Engineering
Phét trién (mg dung bao mat
111208 ' K 1 2
(DevSecOps)
111209 |K¥ thuat phan tich ma doc 3 1 2 0
111210 Al tro_ng bao mat (Al for 3 1 5
Security)
TONG CONG 15 5 10 0
Hoc ky 8
- S6 tin chi _
MA ) - Ghi
HQC PHAN Tong | Ly Thuc | Bai .
HP . ' cha
TC thuyét | hanh | tap
111192 |Thuyc tap 6 2 2 2
111193 [Tt nghiép 8 3 2 3
TONG CONG 14 5 4 5
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VI. PIEU KIEN TOT NGHIEP
Sinh vién du diéu kién duoc xét tot nghiép khi hoan tat cac yéu cau sau:
- Bang tot nghi¢p cap 3 (ching thuc khdng qua 6 thang).
- Hoan thanh du s6 TC theo quy dinh (khong con ng bat cir TC nao).
- Co day du 2 ching chi Giao duc thé chat va Giao duc quoc phong theo quy dinh cua
Bo.
- C6 Chumng chi tng dung céng nghé thong tin co ban hodc nang cao va bang B Ngoai
ngtr theo quy dinh cua Truong.
- Co6 du cac ching nhan K¥ nang mém theo quy dinh cua Truong (K¥ nang 3S/5S, K§
nang an toan, Ky nang khoi nghiép, Ky nang viét CV dién tur va tra 161 phdng van xin
viéc).
Ngoai ra, sinh vién phai ddp trng du céac ti€u chuan theo Quyét dinh s6 03/Qb-DHLH
ngay 02/01/2026 cua Hi¢u trudng nha truong ve viéc ban hanh Quy ché dao tao dai hoc
va lién thong dai hoc chinh quy theo hé thong tin chi cho khoa tuyén sinh 2026.
VII. MO TA VAN TAT NOQI DUNG VA KHOI LUQNG CAC HQC PHAN
4.1 Khéi kién thic gido duc dai cuwong
4.1.1 Phap luat dai cwong
Tén tiéng Anh: General legal
S6 tin chi: 2
Tém tét ndi dung: Trang bi kién thirc co ban vé Nha nuée va Phép luat, h¢ théng
phap luat Viét Nam va cac nganh luat cu thé (Dan sy, Hinh sy, Lao dong, Hanh chinh...)
dé sinh vién c6 y thirc tuan thu phap luat va giai quyét cac van dé lién quan dén nganh
hoc.
4.1.2 Tu twéng HO6 Chi Minh
Tén tiéng Anh: Ho Chi Minh Ideology
S6 tin chi: 2
Tom tat ndi dung: Trinh bay co so hinh thanh va ndi dung co ban cia tu tudéng
Hb Chi Minh vé doc 1ap dan toc, chu nghia x3 hoi, Pang, Nha nudc, dai doan két, vin
hoa, dao durc va con nguoi.
4.1.3 Triét hoc Mac - Lénin
Tén tiéng Anh: Philosophy of Marxism and Leninism
86 tin chi: 3
Tom tat ndi dung: Gidi thiéu kién thirc co ban vé chil nghia duy vat bién ching
(vat chét, y thtic, phép bién chirng) va chu nghia duy vat lich sir (hinh thai kinh té - x&

hoi, giai cap, dan tdc) cung vai tro cua triét hoc trong doi song.
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4.1.4 Kinh té chinh tri Mic - Lénin
Tén tiéng Anh: Political Economics of Marxism and Leninism
Sb tin chi: 2
Tom tit ndi dung: Trang bi kién thirc vé& hang hoa, thi trudng, quy luét kinh té thi
truong, san xudt gia tri thing du, canh tranh, déc quyén va cac van dé kinh té chinh tri
tai Viét Nam hién nay.
4.1.5 Chu nghia xa hgi khoa hoc
Tén tiéng Anh: Scientific socialism
S6 tin chi: 2
Tom tit ndi dung: Nghién ciru quy ludt xudt hién va ndi dung co ban cta hinh thai
kinh té - x4 hoi cong san chil nghia, sit ménh lich st cia giai cAp cong nhan va cac van
dé dan tdc, ton gido, gia dinh trong thoi ky qué do.
4.1.6 Toan cao cap 1
Tén tiéng Anh: Advanced Mathematics 1
S6 tin chi: 4
Tom tat ndi dung: Cung cép kién thire co ban vé tich phan ham mét bién, phuong
trinh vi phan, ma tran, dinh thirc va hé phuong trinh tuyén tinh cung cac tng dung thuc
té ctia chung.
4.1.7 Xéac suit Thong ké
Tén tiéng Anh: Probability Statistics
S6 tin chi: 2
Tom tit noi dung: Trang bi 1y thuyét xac suat (cong thirc tinh, dai lugng ngiu
nhién) va thong ké ung dung (1y thuyét mau, uwéc lugng tham sd, kiém dinh gia thiét)
vao thuc tién.
4.1.8 Tin hoc dai cwong
Tén tiéng Anh: General Informatics
S6 tin chi: 3
Tom tat ndi dung: Cung céap kién thirc nén tang vé cong nghé thong tin, bao gdm
sir dung may tinh, h¢ diéu hanh Windows, cac tmg dung van phong (Word, Excel,

PowerPoint) va khai thac internet phuc vu hoc tap, lam viéc.
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4.1.9 Ngoai ngir 1
Tén tiéng Anh: English 1
Sb tin chi: 2
Tém tit ndi dung: Cung cb kién thire tiéng Anh phd thong qua tir viung, ngit phap
va phat 4m theo cac chu dé thuc té; rén luyén k¥ ning nghe, n6i, doc co ban.
4.1.10 Ngoai ngir 2
Tén tiéng Anh: English 3
S6 tin chi: 2
Tom tit ndi dung: Mon hoc nay cung cip cho céc sinh vién von tir vung can thiét
va cac cdu trac ngir phap don gian dé sir dung trong cac tinh hudng giao tiép hang ngay
nhu: tu giéi thiéu ban than, gidi thidu vé gia dinh, d6 vat, hoi vé thoi gian, néi vé kha
nang, phéat biéu cam nghi thich hodc khong thich diéu gi, thirc an, dién dat nhiing viéc
da lam trong qua khir va chil dong tiép tuc hoc tap ¢ cap do cao hon.
4.1.11 Ngoai ngir 3
Tén tiéng Anh: English 3
Sé tin chi: 2
Tom tat ndi dung: Mén hoc English 3 gitip ngudi hoc cing ¢d lai nhiing kién
thirc giao tiép tiéng Anh di hoc ¢ hoc phan English 1 va English 2, dong thoi mo rong
kién thuc giao tiép & trinh d6 so cap (Elementary). Qua d6, ngudi hoc c6 kha nang luyén
tap nghe va no6i nhiing bai hoi thoai, tham gia vao cac hoat dong phat huy toi da thoi
gian nghe va noi tiéng Anh.
4.1.12 Ngoai ngir 4
Tén tiéng Anh: English 4
S6 tin chi: 2
Tom tat ndi dung: Mon hoc English 4 gitip ngudi hoc cung ¢d lai nhitng kién thirc
giao tiép tiéng Anh di hoc & hoc phan English 1, English 2, va English 3 dong thoi mo
rong kién thirc giao tiép ¢ trinh do tién trung cap. Qua do, ngudi hoc c6 kha nang luyén
tap nhiing bai hdi thoai, cac bai tdp xay dung tir veng, tham gia vao cac hoat dong phat
huy téi da thoi gian nghe va ndi tiéng Anh ciing nhu cac k¥ ning ngdn ngit khac nhu

doc, viét & mirc dd tién trung cap ve cac linh vuc/chu dé:
+ Giai tri va Thé thao
+ Nhitng sy kién da xay ra

+ Lam viéc va nghi ngoi
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+ Nhitng ngay trong dai
+ Miéu ta ngoai hinh
+ Du lich
+ Su thanh cong
Bén canh d6 sinh vién dugc trang bi cac thi ngit phép tiéng Anh ¢ trinh d tién trung
cap nhu thi hién tai don, hién tai ti€p dién, hién tai hoan thanh, qua khir don, qua kha
tiép dieén, qua khir hoan thanh, cac dong tir khiém khuyét giap sinh vién tu tin hon trong
giao ti€p hang ngay va gilp sinh vién c6 thé chu dong hoc tap suot doi.
4.1.13 Ngoai ngir 5

Tén tiéng Anh: English 5

S6 tin chi: 2

Tom tat ndi dung: English 5 giup nguoi hoc ciing ¢6 lai nhitng kién thirc giao tiép
tiéng Anh da hoc ¢ hoc phan English 1, 2, 3 va 4, dong thoi mo rong kién thirc giao tiép
& trinh d6 so-trung cap. Qua dé, ngudi hoc c6 kha ning luyén tap nhiing bai hoi thoai,
cac bai tip xdy dung tir vung, tham gia vao cac hoat dong phat huy t6i da thoi gian nghe
va ndi tiéng Anh.

Mon hoc ¢6 thé gitip sinh vién ty tin sir dung tiéng Anh dé trinh bay quan diém, y
kién va chia sé kinh nghiém ban than thong qua cic chii d& nhu: miéu ta cac dic diém
dia Iy cac viing mién, miéu ta va so sanh doi song xua va nay, cham soc sirc khoe, nhitng
diéu tot dep nhét trong cudc séng, miéu ta vat dung, miéu ta tinh cach con ngudi, noi
vé tién bac, va giup sinh vién chu dong hoc tap sudt doi.

4.1.14 Ngoai ngir 6
Tén tiéng Anh: English 6
S6 tin chi: 4
Tom tat ndi dung: Hoc phan gitp nguoi hoc cung cd kién thic giao tiép tir cac
hoc phan truéc va md rong nang luc ngon ngit ¢ trinh d6 Trung cép.

Sinh vién dugc rén luyén k¥ ning nghe, néi, xay dung tir vung va ciu tric ngir
phap thong qua céac chu dé thiét thuc nhu 16i séng, ky uc tudi tho, du lich, su kién cudc
doi, tinh cach va nghé nghiép.

Mo6n hoc cling chu trong rén luyén y thure ky luat, trach nhiém ca nhan va kha nang

chu dong giai quyét cac tinh hudng giao tiép thuc té.
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4.2 Khéi kién thitc gido duc chuyén nghiép
4.2.1 Nhiap moén nganh
Tén tiéng Anh: Introduction to the Major
S6 tin chi: 3
Tom tit ndi dung: Gidi thidu cic nguyén tic an ninh thong tin, vai trd trach nhiém
trong td chure, cac moi de doa, 15 héng bao mat va chinh sach an toan thong tin co ban.
4.2.2 Nhap mon lap trinh
Tén tiéng Anh: Programming Fundamentals
S6 tin chi: 3
Tom tat ndi dung: Gidi thiéu tu duy tinh toan, thuat toan va ngdn ngit 1ap trinh
Python; huéng dan cach doc, viét ma nguodn, g& 10i va giai quyét bai toan thuc té bang
may tinh.
4.2.3 Lap rap va toi wu hé thong may tinh
Tén tiéng Anh: Structure and computer assembly
S6 tin chi: 3
Tom tit ndi dung: Gidi thiéu lich sir phat trién, cic thanh phan phan cimg may
tinh; huéng dan cai dit, sir dung, nang cip hé diéu hanh va cac k¥ thuit bao mat may
tinh co ban
4.2.4 Dién tir co ban trong loT
Tén tiéng Anh: (Khong cung cap cu thé trong dé cuong)
Sb tin chi: 3
Tom tit ndi dung: Trang bi kién thirc nén tang vé phan cing dién tir trong hé thong
[oT, nguyén 1y hoat dong ctia cam bién, thiét bi truyén dong va 13p trinh vi diéu khién
ESP32/Arduino.
4.2.5 Mang may tinh
Tén tiéng Anh: Computer network
Sb tin chi: 3
Tém tét ndi dung: Trang bi kién thitc vé m6 hinh OSI, TCP/IP, cac loai duong
truyén, thiét bi mang LAN va giao thirc IPv4/IPv6 theo churong trinh Cisco CCNA hoc
ky 1.
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4.2.6 Ky thuatlap trinh
Tén tiéng Anh: Programming Techniques
S6 tin chi: 3
Tom tit ndi dung: Di sau vao ki thuat 14p trinh Python véi cac kiéu dir liéu nang
cao nhu mang (NumPy), danh sach, chudi, 16p (class) va xur 1y tap tin; chi trong k¥
thuat viét ma sach va hiéu qua.
4.2.7 Tin hiéu s6 co ban
Tén tiéng Anh: (Khéng cung cap cu thé trong dé cuong)
S6 tin chi: 2
Toém tit ndi dung: Cung cdp nén tang vé tin hiéu vat 1y, quy trinh sd hoa
ADC/DAC, céc chuan giao tiép ndi tiép (UART, 12C, SPI) va tng dung trong thu thap
dir liéu cong nghi¢p/IoT.
4.2.8 Thiét ké web
Tén tiéng Anh: Web Design
S6 tin chi: 2
Tom tat ndi dung: Trinh bay kién thie nén tang vé HTMLS5, CSS (Flexbox, Grid)
va JavaScript co ban; img dung cong cu Al (Cursor, Copilot) dé sinh mi va téi wu hoa
giao dién web tinh.
4.2.9 Mang may tinh nang cao
Tén tiéng Anh: Advanced computer network
Sb tin chi: 3
Téom tat ndi dung: Gidi thiéu kién trac LAN Switching, cidu hinh VLAN,
Trunking, dinh tuyén Inter-VLAN va giao thitc Spanning Tree (STP) dé xdy dung mang
doanh nghiép vira va nho.
4.2.10 Co s¢ dir liéu
Tén tiéng Anh: Database
Sb tin chi: 3
Tom tit noi dung: Gidi thiéu cac mo hinh dit liéu (ERD, quan h¢), k¥ thuat chuan
hoa va sir dung ngdén ngir SQL dé thiét ké, truy van va quan 1y co so dit liéu.
4.2.11 Céu tric dir liéu va giai thuat
Tén tiéng Anh: Data structures and algorithms

S4 tin chi: 2
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Tém tit ndi dung: Trinh bay céc cau trac dit liéu (danh sach lién Kkét, ngan xép,
hang doi, cdy, bang bam) va cac giai thuat tim kiém, sap xép, dé quy nham ti wu hoa
viéc xu 1y thong tin.

4.2.12 Nhap mén Phat trién Ky thuat
Tén tiéng Anh: Engineering Projects Development

S6 tin chi: 3

Tom tit ndi dung: Hudng dan quy trinh phét trién du an k§ thudt tir viéc nhan
dién van d¢, khao sat yéu cau, thiét ké mo hinh mau (prototype) dén thuc nghiém va cai
tién san pham.

4.2.13 Lap trinh huéng ddi twong
Tén tiéng Anh: Object-Oriented Programming

S6 tin chi: 3

Tom tat noi dung: Trang bi tu duy lap trinh ddi tugng (OOP) qua Python; tap
trung vao cac nguyén ly Pong goi, Ké thira, Pa hinh, Triru tugng va tng dung Design
Patterns ciing Al dé thiét ké hé thong linh hoat.

4.2.14 Lap trinh irng dung web
Tén tiéng Anh: Web Application Development

S6 tin chi: 3

Tém tit noi dung: Xay dung ung dung web hién dai (SPA) st dung React, Vite,
Tailwind CSS; quan 1y trang thai (State), két ndi API va toi uu hiéu nang hién thi thong
qua trg ly Al

4.2.15 Hé diéu hanh
Tén tiéng Anh: Operating System

Sb tin chi: 3

Tom tit ndi dung: Cung cap nguyén 1y hoat dong cia hé diéu hanh, bao gdm quan
Iy tién trinh, 1ap lich CPU, quan 1y bo nhd, hé thdng tép va cac co ché bao mat, phan
quyén tai nguyén.

4.2.16 Quan tri website trén VPS
Tén tiéng Anh: Website Administration on VPS

S6 tin chi: 3

Té4m tit ndi dung: Huéng dan cai dit va quan tri may chu ao VPS, trién khai dich
vu web (Apache, MySQL, PHP), c4u hinh tén mién, email, bao mat firewall va t6i vu

hoa hiéu suat website.
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4.2.17 An toan hé quan tri CSDL
Tén tiéng Anh: Database Management System Security
S6 tin chi: 3
Tém tit ndi dung: Trang bi k§ ning thiét 14p ciu hinh an toan (Hardening) cho
SQL Server, quan 1y dic quyén tdi thiéu, ma hoa dit liéu (TDE), giam sat nhat ky va
phong chéng SQL Injection
4.2.18 Lap trinh mang cin ban
Tén tiéng Anh: Basic Network Programming
S6 tin chi: 3
Tém tit ndi dung: Gidi thi€u lap trinh Socket, m6 hinh Client-Server, xay dung
g dung qua giao thitc TCP/UDP, xir Iy bat dong bo va lap trinh mang da ludng (multi-
thread) trén C#.
4.2.19 Quan tri dich vu mang doanh nghiép
Tén tiéng Anh: Enterprise Network Services Administration
S6 tin chi: 3
Tom tit ndi dung: Huéng din quan trj tai khoan, tai nguyén va cac dich vu then
chdt trén méi truong Windows Server nhu DNS, DHCP, Active Directory, Group
Policy va cac k¥ thuat dinh tuyén NAT.
4.2.20 Pinh tuyén va mang khong day
Tén tiéng Anh: Routing and Wireless Networks
S6 tin chi: 3
Tom tat ndi dung: Trang bi k§ nang ciu hinh dinh tuyén tinh/dong, bao mat mang
LAN va van hanh hé thong mang khong day (WLAN) sir dung Wireless Controller va
cong nghé NAT.
4.2.21 Hé diéu hanh Linux
Tén tiéng Anh: Linux Operating Systems
S6 tin chi: 3
Tom tat ndi dung: Huéng din cai dat, quan 1y hé thong Linux qua mdi trudng
dong 1énh (CLI), cau hinh cac dich vu mang co ban (SSH, FTP) va trién khai cac giai

phép bao mat, tuong ltra trén Linux.
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4.2.22 Mat ma hgc
Tén tiéng Anh: Cryptology
S6 tin chi: 3
Tom tit ndi dung: Nghién ciru k§ thudt toan hoc dé dam bao an toan thong tin;
bao gém ma hoa ddi xtmg/bat d6i xtmg, ham bam, chit ky sb, ha ting khoa cong khai
(PKI) va céac ung dung SSL/VPN.
4.2.23 Diéu tra sb
Tén tiéng Anh: Digital Forensics
S6 tin chi: 3
Tom tat ndi dung: Cung cip quy trinh thu thap, bao toan va phan tich ching cir
sO tir bd nhé (RAM), hé thong tép va mang; thyc thi cac quy trinh diéu tra chuan NIST
dé xir 1y su ¢d an ninh mang.
4.2.24 Mang doanh nghi¢p, An ninh va Tw dong hoa
Tén tiéng Anh: Routing and Wireless Networks
Tén tiéng Anh: Enterprise Networking, Security, and Automation
S6 tin chi: 3
Tom tat ndi dung: Gidi thiéu dinh tuyén dong OSPFv2, danh sach kiém soat truy
cap (ACL), cong nghé WAN/VPN va cac khai niém méi vé mang dinh nghia bang phan
mém (SDN), 40 hoa va tu dong hda mang.
4.2.25 Quan ly rii ro va an toan thong tin trong doanh nghiép
Tén tiéng Anh: Information System Risk Managements in Businesses
Sb tin chi: 3
Tom tit ndi dung: Hudng dan quy trinh phan tich va danh gia rai ro hé thong
thong tin theo chuan ISO 27001, x4y dung chinh sach bao mat va ing dung phan mém
chuyén dung (Secure Aware, Cobit) trong quan ly.
4.2.26 Pao dirc nghé nghiép va phong thii chi dong
Tén tiéng Anh: Ethical Hacking & Offensive Security
S6 tin chi: 3
Tom tat ndi dung: Trang bi kién thirc vé Ethical Hacking, k§ thuat kiém thir xam
nhap (Pentest) va cac chién luoc phong thu chu dong nhu Honeypot, IDS, xtr 1y su ¢b
(Incident Response) cuing chuan muc dao dirc nghé nghiép.
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4.2.27 Bao mat loT
Tén tiéng Anh: Security in Internet of Things
S6 tin chi: 3
Tom tit ndi dung: Nghién ctru 16 hong bao mat dic thu cua thiét bi IoT, phén tich
giao thirc (MQTT, CoAP), thuc nghiém cac k¥ thuit tin cong MitM/DoS va trién khai
giai phap ma hoa, kiém soat truy cap cho hé thong IoT.
4.2.28 BlockChain: rng dung va bio mat
Tén tiéng Anh: Blockchain: Applications and Security
S6 tin chi: 3
Tom tit ndi dung: Cung cip kién thic vé kién trac Blockchain, 1ap trinh Hop
dong thong minh (Solidity), phan tich 16 hong Smart Contract va ing dung Blockchain
trong quan 1y dinh danh, toan ven dir li¢u.
4.2.29 Phat trién ing dung bao mit DevSecOps
Tén tiéng Anh: Secure application development (DevSecOps)
S6 tin chi: 3
Tom tat noi dung: Tich hop an toan thong tin vao quy trinh phat trién phan mém
(SDLC); xay dung CI/CD pipeline tu dong két hop cac cong cu kiém thr bao mat
(SAST, DAST, SCA) va bao mat Container/IaC.
4.2.30 Ky thuat phan tich ma doc
Tén tiéng Anh: Malware Analysis Techniques
S6 tin chi: 3
Tom tat ndi dung: Cung cap k¥ ning phan tich tinh va dong ma doc, k¥ thuat
Reverse Engineering dé hiéu co ché 1y lan, né tranh va payload cta virus, ransomware,
APT; xay dung quy trinh tv dong hoa phan tich.
4.2.31 Al trong bao mat
Tén tiéng Anh: Al for Security
S6 tin chi: 3
Tém tat ndi dung: Ung dung Machine Learning/Deep Learning dé tu dong hoa
phat hién xdm nhap mang va phan tich ma doc; nghién ciru vé Hoc may ddi khang

(Adversarial ML) va céc bién phap phong thu cho mo hinh Al
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4.3 Khoi kién thic tot nghiép
4.3.1 Thuc tap
Tén tiéng Anh: Graduation Internship
Sé tin chi: 6
Tém tit ndi dung: Mén hoc tao co hdi cho sinh vién van dung kién thurc ly
thuyét va thuc hanh di hoc dé giai quyét cac van dé thyc tién trong linh vuc cong
nghé thong tin tai cac td chirc va doanh nghi¢p. Qua do, sinh vién duoc rén luyén
cac k¥ nang chuyén mon nhu 14p trinh, giai quyét van dé, cing cac ky ning mém
nhu 1am viéc nhom, giao tiép va trinh bay.
4.3.2 Tot nghiép
Tén tiéng Anh: Graduation Project
S6 tin chi: 8
Tom tat noi dung: Hoc phan nay gitip sinh vién van dung khéi kién thirc co
s nganh va chuyén nganh dé xay dung va phat trién cac giai phap cong nghé
thong tin (CNTT) nham giai quyét van dé trong nhiéu linh vuc khac nhau.
Céc ndi dung chinh bao gdm: xac dinh va phan tich van dé, tim kiém giai
phap; thiét ké, xay dung, trién khai va kiém thir giai phap; cudi cung 1a viét bao

c4o trinh bay két qua du an.
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